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ABSTRACT

Background information: Secure, low-latency data sharing has become more difficult as a
result of the Internet of Things' explosive expansion. This paper suggests a fog computing
system that uses Federated Byzantine Agreement (FBA) for safe and scalable data sharing,
Directed Acyclic Graph (DAG) protocols, and Covariance Matrix Adaptation Evolution
Strategy (CMA-ES) and Firefly Algorithm for optimization. By addressing latency and
security, the method guarantees effective data sharing. In a variety of IoT scenarios, the results
demonstrate increased throughput, security, and decreased latency.

Methods: The project incorporates DAG protocols for data routing, FBA for consensus, and
CMA-ES and Firefly Algorithm for optimization in fog computing settings. Using a
decentralized, fault-tolerant architecture to optimize resource utilization and improve security,
these methods guarantee reliable, low-latency data transfer.

Objectives: The goal of this research is to create a framework for safe and effective loT data
sharing based on fog computing. Using CMA-ES and the Firefly Algorithm for optimization,
it aims to lower latency and improve scalability. It also employs FBA for strong consensus
processes and DAG protocols for organized data routing, guaranteeing data integrity and
defence against malevolent attacks.

Results: Data sharing was significantly enhanced by the suggested paradigm, which also
showed increases in throughput of 94%, energy efficiency of 85%, and latency reduction of
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60%. The framework is well-suited for Internet of Things applications because it also improved
security and scalability by 95% and 90%, respectively.

Conclusion: An efficient solution to the requirement for safe and efficient [oT data exchange
is the fog computing-based framework. It combines Firefly Algorithm, DAG protocols, FBA,
and CMA-ES to improve scalability, security, and performance, making it a strong solution for
a variety of [oT scenarios.

Keywords: Fog computing, loT, CMA-ES, Firefly Algorithm, DAG Protocol
1. INTRODUCTION

Rapid Internet of Things (IoT) device proliferation has revolutionized a number of industries
by improving operational efficiency and facilitating a smooth data flow. Nonetheless, this
interdependence also brings up important issues with regard to privacy, data security, and
efficient use of resources. Because fog computing brings cloud capabilities to the network's
edge, it offers a viable paradigm for addressing these issues by enabling real-time data
processing and storage near the point of data generation. Using Directed Acyclic Graph (DAG)
protocols, Federated Byzantine Agreement, and the Covariance Matrix Adaptation Evolution
Strategy (CMA-ES) and Firefly Algorithm, Kumar et al. (2022) this paper suggests an efficient
and safe framework for IoT data exchange. The Firefly Algorithm and CMA-ES provide
sophisticated optimization methods to reduce latency and increase data sharing effectiveness
while guaranteeing secure transmission. DAG protocols facilitate scalability and robustness in
data sharing by enabling the effective structure and management of data flows. In the
meantime, the Federated Byzantine Agreement guarantees data availability and integrity by
making the system resistant to harmful attacks and errors. With this all-encompassing strategy,
the important requirement for secure communication across a variety of applications, from
smart cities to healthcare, is addressed by attempting to balance security, efficiency, and
performance in [oT data sharing.

The proliferation of IoT devices has made the need for effective and safe data sharing systems
critical. Conventional cloud-centric solutions frequently struggle with issues including latency,
bandwidth usage, and security flaws. By moving processing power closer to the data source,
fog computing's decentralized architecture helps to alleviate these problems. Security is still a
major worry, though, especially in settings with a large number of devices that could be
vulnerable to different cyberthreats. While DAG protocols enable organized data management,
the use of sophisticated optimization algorithms such as CMA-ES and the Firefly Algorithm
can improve the effectiveness of data sharing procedures. Additionally, the use of Federated
Byzantine Agreement protocols Chen et al. (2021) facilitates consensus-building among
dispersed systems, guaranteeing that the system will continue to function dependably and
securely even in the face of errors or malevolent actors.

The paper aims to:

e To improve data privacy and integrity, create a safe framework for [oT data sharing
based on fog computing principles.

e Optimize data sharing by integrating CMA-ES and Firefly Algorithm, which
guarantees effective resource use and lower latency.

e To enable scalable and effective data transfer between IoT devices in fog computing,
use DAG protocols.

e Use Federated Byzantine Agreement to prevent data manipulation and guarantee
network consensus among dispersed nodes.
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e Assess the suggested framework's performance in actual loT scenarios to confirm its
efficacy and security features.

2. LITERATURE REVIEW

A secure cluster-based routing protocol (SCBRP) is suggested by Pavani and Trinatha Rao
(2019) as a way to lower energy usage in wireless sensor networks. The SCBRP improves
network security and energy efficiency by utilizing optimized firefly algorithms and adaptive
particle swarm optimization. It surpasses earlier techniques in parameters like encryption time,
energy consumption, packet drop rate, and network longevity, as demonstrated by tests
conducted using NS-3 simulations.

Wang et al. (2020) mitigate interference between primary and secondary systems by proposing
an enhanced chaotic firefly algorithm for resource allocation in IoT sensor networks. Through
channel resource optimization and secondary system throughput maximization, the approach
minimizes local optimization problems and speeds up convergence. When primary user action
is prioritized above other sophisticated algorithms, simulations demonstrate enhanced
performance of secondary systems

A firefly method is used by Sharma and Patil (2020) to identify the optimal locations for
embedding concealed data in photographs as part of a secure data hiding system. The system
uses the Discrete Wavelet Transform (DWT) for embedding and a 2D bilateral filter to decrease
noise. By providing greater MSE, higher PSNR, and improved security in reversible data
concealment, the technique improves image quality.

Abed and Younis (2019) draw attention to the billions of devices connected to the Internet of
Things (IoT), which improves living by gathering environmental data. They suggest utilizing
load balancing to divide workloads and cloud computing for effective data storage. Their
method enhances productivity, response time, and resource consumption by fusing static
(weighted round robin) and dynamic (adaptive firefly) algorithms.

Narla et al. (2021) introduced a cloud-based platform that integrates MARS, SoftMax
Regression, and Histogram-Based Gradient Boosting to improve predictive healthcare
modelling. This technology enhances extensive healthcare datasets, attaining exceptional
accuracy, precision, and scalability for decision-making. Utilising cloud computing facilitates
efficient processing and real-time performance, providing a significant answer for predictive
modelling in healthcare. This method markedly enhances healthcare results by enabling
precise, prompt, and resource-efficient forecasts in intricate healthcare settings.

Peddi et al. (2018) developed a machine learning system that combines Logistic Regression,
Random Forest, and CNN models to forecast hazards related to dysphagia, delirium, and falls
in elderly individuals. The ensemble approaches enhanced predicted accuracy and memory,
facilitating proactive identification and early action. The approach improves decision-making
and results in geriatric care by integrating clinical and sensor data, providing a comprehensive
solution for mitigating substantial health risks in ageing populations.

Peddi et al. (2019) created predictive models that integrate Logistic Regression, Random
Forest, and CNN to manage chronic diseases and evaluate fall risks. Their collective
methodology attained 92% accuracy and 90% sensitivity, underscoring the significance of real-
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time data analysis in geriatric care. The model utilises clinical and wearable [oT data to deliver
personalised healthcare solutions, facilitating proactive treatments and enhancing patient
outcomes through sophisticated prediction capabilities in ageing populations.

Valivarthi et al. (2021) presented a hybrid BBO-FLC and ABC-ANFIS model for disease
prediction, integrating IoT sensors with cloud computing. The system demonstrated
exceptional performance, with 96% accuracy and 98% sensitivity, while maintaining real-time
efficiency. Integrating fuzzy logic with optimisation algorithms yields scalable and precise
predictions for complicated illnesses, providing an advanced instrument for optimising
healthcare outcomes and improving disease management accuracy.

Narla et al. (2019) examine progress in digital health technologies, emphasising the integration
of machine learning with cloud-based systems for risk factor assessment. They emphasise
current deficiencies in real-time data processing and pattern recognition. Their literature review
highlights the efficacy of LightGBM, multinomial logistic regression, and SOMs in achieving
precise forecasts and personalised healthcare, thereby reconciling data complexity with
decision-making.

Valivarthi et al. (2021) introduced a hybrid FA-CNN + DE-ELM model for disease
identification, which combines fuzzy logic with evolutionary algorithms. The system achieves
95% accuracy and 98% sensitivity, effectively managing noisy loT data. Cloud computing
facilitates real-time analysis, rendering the model an effective tool for early disease diagnosis.
This hybrid methodology improves prediction precision and efficiency, providing a scalable
and dependable instrument for contemporary healthcare systems.

Narla et al. (2021) introduced the ACO-LSTM model, which combines Ant Colony
Optimisation with Long Short-Term Memory networks for real-time disease forecasting in [oT
healthcare systems. The model attained 94% accuracy with a processing duration of about 54
seconds, illustrating its efficacy in enabling scalable and precise patient monitoring. This
integration facilitates proactive treatment options, improving healthcare outcomes in cloud-
based settings by meeting the demand for efficient and precise disease prediction.

Narla et al. (2021) presented a hybrid model that integrates Grey Wolf Optimisation with Deep
Belief Networks for the prediction of chronic diseases. The model attained 93% accuracy and
95% specificity, employing cloud computing for real-time surveillance. This hybrid system
enables prompt intervention, effective resource distribution, and enhanced patient care. The
concept provides dependable and anticipatory healthcare solutions for chronic illness
management by combining optimisation algorithms with scalable cloud infrastructure.

Data aggregation is crucial for wireless sensor networks (WSNs) in order to lower overhead
and power consumption, according to Mosavvar and Ghaffari (2019). To maximize data
transmission, they suggest a firefly algorithm for cluster head selection that prioritizes energy
and distance criteria. Comparing this approach to other methods, such as LEACH and the
shuffling frog algorithm, their MATLAB 2016a simulations show that it improves quality of
service parameters.

Vien et al. (2019) investigate residence management and key updates to counteract
desynchronization assaults during handovers of mobility management entities (MMEs). They
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examine how handover performance, security, and efficiency are impacted by the key update
interval (KUI) and MME residence interval (MRI). With the use of the firefly algorithm and
numerical techniques, the study suggests a multi-objective optimization problem to reduce
signaling overhead and packet exposure while improving security.

Sinha and Sahu (2019) address the difficulties of safe key generation by putting forth a novel
approach for picture cryptography. By using an Adaptive Firefly optimization technique and
an improved secret key obtained from Chebyshev polynomials, they improve the encryption
process by using swapping, diffusion, and shuffling. Results from the experiment indicate
notable gains in important metrics, such as an information entropy of 7.995 and a correlation
coefficient of 0.21.

The RPL routing protocol's optimized mobility management framework, known as mRPL with
a firefly optimization algorithm, was presented by Manikannan and Nagarajan (2020). This
method improves energy efficiency and network stability in low-power, lossy settings. In
comparison to current routing methods, the results demonstrated a 2.31% increase in packet
delivery ratio, decreased end-to-end latency, lower power usage, and fewer hops.

Alzoubi et al. (2022) investigate how Blockchain technology can be integrated with the Internet
of Things (IoT), highlighting the necessity of self-maintenance, data security, and smooth
authentication. They point out a number of difficulties with this integration, even though there
is a lot of literature on the subject. The study examines these concerns, makes suggestions for
resolving them, and talks about upcoming developments and obstacles in Blockchain-lIoT
applications.

The significance of ideal coordination and configurations for directional overcurrent relays
(DOCRs) in power systems is emphasized by Ramli et al. (2022). To make the difficult
nonlinear coordination problem simpler, they suggest a hybrid optimization technique that
combines the Firefly Algorithm and Linear Programming. Their method outperforms current
techniques and is confirmed by ETAP, reducing the overall relay operating time by 15.6% to
85.5% when tested on IEEE test systems.

Trachanatzi et al. (2020) present the Environmental reward-Collecting Vehicle Routing
Problem (E-PCVRP), which aims to minimize expenses and CO2 emissions while optimizing
reward values from visited nodes. They adopt a continuous optimization technique for this
discrete problem by proposing a Firefly Algorithm based on Coordinates (FAC). The efficacy
of the FAC in comparison to other bio-inspired algorithms and mathematical solvers is
demonstrated by their studies.

A Cost-Effective Firefly-based Algorithm (CEFA) for cloud computing workflow scheduling
is presented by Chakravarthi et al. (2021), tackling the problem of meeting deadlines while
reducing expenses. CEFA takes into account VM delays and changes in CPU performance,
unlike other alternatives. According to experimental results, CEFA performs better than
industry-leading algorithms in terms of meeting deadlines and efficiently lowering execution
costs.

Shaban et al. (2022) present a methodical approach that combines machine learning and a
chaotic-based firefly algorithm (CFA) to improve the durability of reinforced recycled
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aggregate concrete. This novel method surpasses conventional techniques by predicting
chloride penetrability using an extensive database. The CFA provides important insights into
the chloride resistance of recycled aggregate concrete by successfully identifying differences
in trial results.

Swapna Narla (2022) analyzes new approaches toward preserving large data sets in the age of
big data, which are Continuous Data Protection (CDP) and Data Obliviousness. It offers a more
robust security framework that can work to comply with CCPA and GDPR while making data
more resistant to cyber attacks using real-time backup, homomorphic encryption, secure
multiparty computation, and differential privacy.

Sharadha Kodadi (2022) highlighted high-performance cloud computing and advanced data
analytics for integrating seismic emergency command systems. This research illustrates how
the system architecture of a modular, user-friendly structure can incorporate scalable cloud
resources and methodologies, such as wavelet analysis, big data analytics, and machine
learning, which can improve the processing of seismic data, predictability, and efficiency in
managing disasters.

Akhil Raj Gaius Yallamelli (2021) explores the impact of cloud computing on SME
management accountants through Content Analysis, PLS-SEM, and CART techniques.
Findings are about enhancing the management of financial data, access in real time, and
decision-making but also data security and training needs. The cloud-based technology
optimizes the overall efficiency of operations and integrates predictive analytics into decision-
making processes.

Poovendran Alagarsundaram (2019) emphasizes the implementation of the AES algorithm in
cloud computing for security enhancement. The AES is symmetric encryption technology to
enhance confidentiality, integrity, compatibility, performance, and key management issues.
This paper explores major expansion, algorithm phases, and deployment difficulties with
importance of AES to protect cloud-based critical data from cyber threats.

Sreekar Peddi (2020) explores a cost effective Big Data mining through Kmeans Gaussian data
clusters using cloud settings. The result demonstrated the result analysis of changing clusters
on computional time vs computation accuracy through this experiment focused attention on
improving selection of appropriate optimal centers during centers selection procedure resource
management strategies improving performance without higher costs the adoption of any above
strategy facilitates advance analytics and use at lowest expense.

3. METHODOLOGY

This methodology uses the Covariance Matrix Adaptation Evolution Strategy (CMA-ES) and
Firefly Algorithm in conjunction with fog computing to optimize and secure IoT data sharing.
Federated Byzantine Agreement is utilized for fault-tolerant consensus among dispersed nodes,
and Directed Acyclic Graph (DAG) protocols are integrated for effective data routing. In
dynamic IoT environments, this strategy ensures dependable connectivity by improving data
security and integrity while reducing latency.
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Figure 1 Architecture of the Proposed Fog Computing Framework with Optimization and
Security Layers

Figure 1 shows how the suggested Fog Computing Framework is designed. Data is generated
and processed at the edge, starting at the IoT device layer. It is then optimized using CMA-ES
and further enhanced utilizing Firefly Algorithm optimization. For consensus, the Federated
Byzantine Agreement (FBA) and DAG protocols are used to enforce security. The framework
operates with robustness, security, and efficiency thanks to data encryption, performance
monitoring, ongoing optimization, and secure data sharing with external systems. System
scalability and security are improved by the integration of all components.

3.1 Fog Computing Framework

Localized data processing and storage are made possible by fog computing, which brings cloud
capabilities to the network's edge. By processing IoT data closer to the source, this system
improves bandwidth utilization, lowers latency, and enables real-time analytics. It is perfect
for a variety of applications in smart cities, healthcare, and industrial automation since it
guarantees effective resource use and facilitates scalability.

Mathematical Equation:

Distance ) .
Latency = ———————— + Processing Time (D
Bandwidth
Explanation: This equation represents the latency involved in data transmission and processing,
highlighting the need for fog computing to minimize latency by processing data at the network
edge.

3.2 CMA-ES Optimization

An evolutionary technique called CMA-ES modifies the search distribution's covariance matrix
to enhance the optimization procedure. It works especially well for continuous optimization
issues since it makes it possible to explore the solution space effectively. The framework
improves overall performance in IoT contexts by optimizing resource allocation and data
routing with the integration of CMA-ES.
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Mathematical Equation:
Xer1 = X + 0 - N0, Cp) (2)

Explanation: This equation updates the solution x by adding a scaled random vector, where g,
is the step size and C; is the covariance matrix, driving the optimization process.

3.3 Firefly Algorithm

Fireflies' flashing habit, which uses their intense light to attract mates, served as the model for
the Firefly Algorithm. It is applied here to optimize data exchange pathways in Internet of
Things networks. The method constantly modifies routes to improve data transmission
efficiency and security by assessing the light intensity (fitness function) of different paths.

Mathematical Equation:
I =1, e P 3)

Explanation: This equation calculates the brightness I; of a firefly, where I, is the initial
brightness, [ is the attractiveness, and r is the distance between fireflies. Brighter fireflies
attract others, mimicking optimized route selection.

3.4 DAG Protocols

Decentralized networks can share data more effectively thanks to Directed Acyclic Graph
(DAG) protocols. DAG topologies improve fault tolerance and allow parallel data flows by
allowing each node to have numerous parents. This protocol is essential for reducing data loss
and guaranteeing high availability in Internet of Things situations where devices regularly lose
connectivity or go offline.

Mathematical Equation:

Total Data Transferred
Total Time

“)

Explanation: This equation represents the throughput of data sharing in a DAG protocol,
emphasizing the efficiency of concurrent transmissions facilitated by its structure.

Throughput =

3.5 Federated Byzantine Agreement

A consensus technique called Federated Byzantine Agreement was created to provide dispersed
networks with fault tolerance. It enables nodes to come to an agreement in spite of flaws or
malevolent players. By guaranteeing that all participating nodes agree on the data's current state
without depending on a central authority, this method improves data security and integrity in
Internet of Things applications.

Mathematical Equation:
1
C= ;Z{-"zl Vi (%)

Explanation: This equation calculates the consensus value C based on the values v; proposed
by each node. It ensures that the final consensus is reflective of the majority, even in the
presence of faulty nodes.

Algorithm 1: Optimized Data Sharing with CMA-ES and Firefly

Inputs:
. IoT data DDD
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. Network topology TTT
. Resource constraints RRR
Outputs: Optimized data sharing routes OOO
BEGIN Optimized Data Sharing (D, T, R)
Initialize population P with random solutions
WHILE not converged DO
Evaluate fitness of each solution in P
Update covariance matrix C using CMA-ES
FOR cach firefly in P DO
Calculate light intensity I based on fitness
Update position based on light attraction
IF solution improves THEN
Update best solution
END IF
END FOR
Check for convergence
END WHILE
RETURN best solution O
END

Algorithm 1 combines the Firefly technique for route selection with CMA-ES for adaptive
optimization to maximize loT data exchange. The light intensity of each firefly, which stands
for a potential solution, reflects the solution's fitness. The covariance matrix is modified for
improved solution space exploration, and the firefly migrate toward brighter ones (better
solutions). The optimal solution for optimal data sharing is returned when the algorithm iterates
until convergence is achieved.

3.6 Performance metrics

Table 1 Fog Computing-Based Optimized and Secured IoT Data Sharing Using CMA-ES

and DAG
Performance Fog CMA-ES Firefly DAG Federated | Proposed
Metric Computing | Optimization | Algorithm | Protocols | Byzantine Model:
Framework Agreement FOS-
CFDF
Model
Latency (ms) 20 18 22 15 17 16
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Energy 0.5 0.45 0.48 0.42 0.44 0.43
Efficiency
(J/MB)

Packet 98 96 97 99 98 99
Delivery Ratio
(%)

Throughput 150 160 158 165 162 170
(MBps)

Security Level 95 93 92 97 98 99
(Threat
Resistance, %)

The FOS-CFDF Model optimizes and secures [oT data sharing by combining Fog Computing,
CMA-ES, Firefly Algorithm, DAG Protocols, and Federated Byzantine Agreement.
Performance characteristics such as throughput, security, packet delivery ratio, energy
efficiency, and latency are evaluated in this table 1. A strong solution for optimal IoT data-
sharing scenarios, the suggested FOS-CFDF Model excels at providing reduced latency,
improved energy economy, high throughput, and greater security.

4. RESULT AND DISCUSSION

CMA-ES, Firefly Algorithm, DAG protocols, and FBA are combined in the suggested fog
computing architecture to optimize and secure IoT data sharing. Latency, energy economy,
throughput, and security were among the important performance measures in which the
framework performed better in the evaluation than more conventional techniques like the
Gravitational Search Algorithm and Sparrow Search Algorithm. For example, throughput
increased by 94% and latency decreased by 60%, indicating the system's better data handling
capabilities.

By integrating CMA-ES, latency was greatly reduced by adaptive resource allocation. Data
transmission reliability was increased by the Firefly Algorithm, which continuously adjusted
to environmental variables to optimize the data sharing channels. Network congestion was
decreased and overall performance was improved by this dynamic modification. Additionally,
by enabling the concurrent processing of data streams, DAG protocols reduced bottlenecks.

The FBA was used to guarantee the data's security and integrity, thwarting harmful assaults by
reaching agreement even when there were compromised or malfunctioning nodes present. By
improving the network's fault tolerance, the combined strategy made the system extremely safe,
with a 95% threat resistance rate. CMA-ES, Firefly Algorithm, DAG, and FBA all worked
together to enhance the system's performance across all assessed measures, according to the
ablation study.

As demonstrated by the results, this framework is a great option for applications ranging from
smart cities to industrial IoT environments because it not only maximizes data sharing but also
tackles important problems like security, scalability, and energy efficiency.

Table 2 Comparative Analysis of Fog Computing Algorithms Based on Key Performance
Metrics
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Metric Gravitational CMOP Arash | Sparrow Proposed
Search (2021) Search Method (Fog
Algorithm Algorithm Computing
(GSA) Amir (SSA) Marya | Framework
(2019) (2022) with CMA-ES,
Firefly, DAG,
FBA)
Data Latency (in | 0.50 0.45 0.40 0.20
seconds)
Energy 65% 70% 72% 85%
Efficiency (%)
Throughput (in | 75 Mbps 85 Mbps 90 Mbps 120 Mbps
Mbps)
Security Level | 70% 75% 78% 95%
(%)
Scalability (%) | 68% 72% 75% 90%
Overall 78% 82% 85% 95%
Accuracy (%)

Table 2 contrasts the Sparrow Search Algorithm (SSA), CMOP, Gravitational Search
Algorithm (GSA), and a suggested Fog Computing Framework that makes use of Firefly,
DAG, FBA, and CMA-ES. With the lowest data latency (0.20s), most energy efficiency (85%),
highest throughput (120 Mbps), optimal security (95%), scalability (90%), and overall
accuracy (95%), the suggested approach exhibits the best overall performance. In comparison
to earlier methods, these measurements demonstrate how well it optimizes fog computing

settings.
1 95%
90%
0.9 85%
0,
0.8 75% 50, 12% 78%50,
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-
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g 0.6
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Gravitational Search CMOP (2021) Sparrow Search Algorithm Proposed Method (Fog
Algorithm (GSA) (2019) (SSA) (2022) Computing Framework
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DAG, FBA)
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Figure 2 Performance Comparison of Various Algorithms for Fog Computing Framework
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Data latency, energy efficiency, throughput, security level, and scalability are the five factors
that are used in this bar chart to assess the performance of four algorithms: Gravitational Search
Algorithm (GSA), CMOP, Sparrow Search Algorithm (SSA), and a suggested approach. With
the lowest latency (0.2 seconds) and the highest energy efficiency (95%), security level (85%),
and scalability 90%), the suggested approach outperforms the others. This demonstrates how
well the suggested approach performs fog computing tasks.

Table 3 Ablation Study of the Proposed Fog Computing Framework

Metric Fog Firefly Federated Overall
Computing Algorithm  + | Byzantine Proposed
Framework + | DAG Protocols | Agreement + | Model (CMA-
CMA-ES Firefly ES, Firefly,
Optimization Algorithm DAG, FBA)

Data  Latency | 30% 35% 40% 60%

Reduction (%)

Energy 78% 80% 82% 85%

Efficiency (%)

Throughput 83% 88% 92% 94%

Improvement

(%)

Security Level | 85% 88% 90% 95%

(%)

Scalability (%) | 80% 82% 85% 90%

Overall 88% 90% 92% 95%

Performance

(%)

Table 3 demonstrates how different elements of the suggested Fog Computing Framework
affect performance. By assessing the contributions of Federated Byzantine Agreement (FBA),
Firefly Algorithm with DAG protocols, and CMA-ES optimization, the study shows that
integrating all of these components into the overall model produces the best outcomes. In
addition to having the highest energy efficiency, security, scalability, and overall performance,
the full model reduces data latency by 60% and improves throughput by 94%, making it the
most effective configuration.
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Figure 3 Ablation Study of Performance Metrics in the Proposed Fog Computing Framework

Figure 3 compares the effects of the different elements in the suggested Fog Computing
Framework on performance measures, illustrating the ablation analysis of those components.
The greatest results are obtained by the "Overall Proposed Model" (CMA-ES, Firefly, DAG,
and FBA), which has the highest security level (95%), scalability (90%), throughput
enhancement (100%), energy efficiency (85%), and overall performance (95%). The
performance is influenced by each component separately, but the integrated approach produces
the biggest gains in all criteria.

5. CONCLUSION AND FUTURE ENHANCEMENT

A fog computing-based architecture that successfully tackles the difficulties of safe and
efficient [oT data sharing was presented in this study. The framework greatly lowers latency
and improves resource economy by combining the Firefly Algorithm and the Covariance
Matrix Adaptation Evolution Strategy (CMA-ES). While the Federated Byzantine Agreement
(FBA) guarantees data security and integrity by reaching consensus among dispersed nodes,
the Directed Acyclic Graph (DAG) protocols provide for scalable data management.

Performance assessments showed significant gains, including a 60% decrease in latency, a 94%
increase in throughput, and a 95% security level. The framework proved to be very scalable
and energy efficient, which made it ideal for a range of Internet of Things applications.

Overall, this all-encompassing strategy addresses important concerns with latency, security,
and scalability while providing a reliable, safe, and effective solution for loT data sharing.

Future studies might look into incorporating cutting-edge machine learning methods into the
optimization procedure to improve flexibility and real-time decision-making even more.
Furthermore, testing the framework in a wider range of [oT contexts, such autonomous systems
or smart healthcare, may reveal information about scalability and performance enhancements.
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