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ABSTRACT: With the rapid increase in the number of users, there is a rise in issues related to hardware failure,
web hosting, space and memory allocation of data, which is directly or indirectly leading to the loss of data.
With the objective of providing services that are reliable, fast and low in cost, we turn to cloud-computing
practices. With a tremendous development in this technology, there is ever increasing chance of its security
being compromised by malicious users. A way to divert malicious traffic away from systems is by using
Honeypot. It is a colossal strategy that has shown signs of improvement in security of systems. Keeping in mind
the various legal issues one may face while deploying Honeypot on third-party cloud vendor servers, the
concept of Honeypot is implemented in a file-sharing application which is deployed on cloud server. This paper
discusses the detection attacks in a cloud-based environment as well as the use of Honeypot for its security,

thereby proposing a new technique to do the same.
INTRODUCTION

The ability to store, distribute, and access data on a device that is linked to a network—preferably the internet—
at any time and from any location is known as cloud computing. With cloud computing, you may use any device
to access an expanded, physically-free storage space that is connected to the internet and available from
anywhere in the world. It has a shared data storage space and a vast number of computer units linked in real
time over the internet. Because a cloud-like form was first used to portray network telephone schematics and
subsequently the Internet as an abstraction of the underlying infrastructure it represents, the phrase "the cloud" is
used as a metaphor for the Internet. Honeypots are seen as an effective way to monitor the behavior of
programmers and improve the efficacy of security tools. Honeypots are a useful tool for tracking hacker
behavior since they are made expressly to not only lure and trick hackers, but also to detect harmful activity
occurring online. Systems or assets that are used to catch, monitor, and detect erroneous requests inside a
network are known as honeypots. They differ in the level of involvement they provide the attackers, ranging
from minimal to medium and high. Each style has pros and cons of its own. Their goal is to build systems that
are both safe and capable of managing this kind of traffic by analyzing, comprehending, observing, and tracking
the behavior of attackers. We want to explore, attack, or hack this highly watched computational resource. "To
be more specific, it is a resource within an information system whose value is derived from its unauthorized or

illicit use."
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Problem Statement:

Cloud-based Honeypots give the capacity to explore and examine assaults that hit ordinary customers.Having
them permits a specialist to interpret the IP locations and malware being utilized into security content that can
ensure a normal cloud environment. Once those IP addresses have been distinguished, they will then lead a ping
scope and defencelessness output to discover a shortcoming in the system outline or vulnerabilities in
programming that can be misused. It's conspicuous yet genuine; awful folks pursue the weakest focuses the
most often [9]. There are upsides of utilizing a cloud construct Honeypot in light of a cloud framework is like
customary Honeypots in that it ought to have the capacity to decide whether a cloud framework has been traded
off or endeavours were made to do so.

At last, they can essentially sit and log all movement coming into the cloud site; and in light of the fact that it's
utilized for this particular reason practically any action ought to be dealt with as instantly suspicious. Honeypots
can serve to make dangers more obvious and go about as an early alert framework, which gives a cloud
organization a more proactive way to deal with security instead of responsive. Any association with either

outside resources/areas or cloud administrations ought to deploy cloud-based Honeypots.

LITERATURE SURVEY

Design of Privacy-Preserving Cloud Storage Framework

AUTHORS: RuWei Huang, Si Yu, Wei Zhuang and XiaoLinGui,

ABSTRACT: Privacy security is a key issue for cloud storage. To solve this problem, the paper proposes a
privacy-preserving cloud storage framework, which includes the design of data organization structure, the
generation and management of keys, the treatment of change of users' access right and dynamic operations
of data, and the interaction between participants. We design an interactive protocol and an extirpation-based
key derivation algorithm, which are combined with lazy revocation, multi-tree structure and symmetric
encryption to form a privacy-preserving, efficient framework for cloud storage. A system is realized which
is based on the framework. The paper analyzes the effectiveness of extirpation-based key derivation
algorithm, the overhead of the system and the privacy security of the framework. Finally, we summarize

our work and introduce our future research directions.

Scientific Cloud Computing: EarlyDefinition and Experience
AUHORS: Lizhe Wang, Jie Tao, Kunze M., Castellanos A.C., Kramer D., Karl W
ABSTRACT: Cloud computing emerges as a new computing paradigm which aims to provide reliable,
customized and QoS guaranteed computing dynamic environments for end-users. This paper reviews recent
advances of Cloud computing, identifies the concepts and characters of scientific Clouds, and finally
presents an example of scientific Cloud for data centers.

Ensuring Data Storage Security in Cloud Computing
AUTHORS: Cong Wang, Qian Wang, KuiRen and Wenjing Lou,
ABSTRACT: Cloud computing has been envisioned as the next-generation architecture of IT enterprise. In

contrast to traditional solutions, where the IT services are under proper physical, logical and personnel
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controls, cloud computing moves the application software and databases to the large data centers, where the
management of the data and services may not be fully trustworthy. This unique attribute, however, poses
many new security challenges which have not been well understood. In this article, we focus on cloud data
storage security, which has always been an important aspect of quality of service. To ensure the correctness
of users' data in the cloud, we propose an effective and flexible distributed scheme with two salient features,
opposing to its predecessors. By utilizing the homomorphic token with distributed verification of erasure-
coded data, our scheme achieves the integration of storage correctness insurance and data error localization,
i.e., the identification of misbehaving server (s). Unlike most prior works, the new scheme further supports
secure and efficient dynamic operations on data blocks, including: data update, delete and append.
Extensive security and performance analysis shows that the proposed scheme is highly efficient and

resilient against Byzantine failure, malicious data modification attack, and even server colluding attacks.

Comparison of Symmetric and Asymmetric Cryptography withExisting Vulnerabilities and
Countermeasures
AUTHORS: Yogesh Kumar, Rajiv Munjal and Harsh Sharma
ABSTRACT: Internet and networks application are growing very fast, so the need to protect such
application are increased by using cryptographic methods. The two widely accepted and used cryptographic
methods are symmetric and asymmetric. The DES ideally belongs to the category of symmetric key
cryptography and RSA belongs to the category of asymmetric key cryptography. This paper comprises of
brief description of RSA and DES cryptography algorithms and their existing vulnerabilities along with
their countermeasures. Besides this, there is a theoretical performance analysis and comparisons of

symmetric and asymmetric cryptography.

Cryptography Algorithm Compaison ForSecurity Enhancement In Wireless Intrusion Detection System

AUTHORS: Mr. Gurjeevan Singh, Mr. AshwaniSingla and Mr. K S Sandha

ABSTRACT: Wireless Networks are growing very fast and admiring day by day, due to its ease in setup
and economical aspect. Security is major concern in wireless networks. Because of the threats in Wireless
Network Systems, there is always risk in breach of network security. This study reveals the intrusion
detection systems for wireless networks and various types of threats for them like DoS, Jamming the
Network, Junk Transmission, Teardrop, Ping-Of-Death (POD), and Man-inthe-middle. Wireless Intrusion
Detection System (WIDS) is a tool used to detect unauthorized access to a network. An IDS usually
performs this task in one of the two ways, with either anomaly based detection or signature-based detection.
Encryption algorithms play a major role in the information security systems. On the other side, these
algorithms put additional CPU load and consume battery fast. This paper provides the evaluation of
encryption algorithms like AES, DES, 3DES, RC2, Blowfish, and RC6. A comparison has been conducted

for those encryption algorithms and Blowfish is found to be the best encryption algorithm.
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SYSTEM ARCHITECTURE:

|
MONEYPOT

Sous Sanvios Proveet

DATA FLOW DIAGRAM:

1.

The DFD is also called as bubble chart. It is a simple graphical formalism that can be used to represent
a system in terms of input data to the system, various processing carried out on this data, and the output
data is generated by this system.

The data flow diagram (DFD) is one of the most important modeling tools. It is used to model the
system components. These components are the system process, the data used by the process, an
external entity that interacts with the system and the information flows in the system.

DFD shows how the information moves through the system and how it is modified by a series of
transformations. It is a graphical technique that depicts information flow and the transformations that
are applied as data moves from input to output.

DFD is also known as bubble chart. A DFD may be used to represent a system at any level of
abstraction. DFD may be partitioned into levels that represent increasing information flow and

functional detail.
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User

o Unauthorized user
Yes

New User Signup

Login

l

Upload File

Download File

Logout

T End process

The purpose of testing is to discover errors. Testing is the process of trying to discover every conceivable fault

SYSTEM TEST

or weakness in a work product. It provides a way to check the functionality of components, sub assemblies,

assemblies and/or a finished product It is the process of exercising software with the intent of ensuring that the
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Software system meets its requirements and user expectations and does not fail in an unacceptable manner.

There are various types of test. Each test type addresses a specific testing requirement.

Test Cases

USER REQUIREMENTS:

1. Home

Use case ID

Intrusion Detection and Prevention using Honey pot Network for Cloud

Security

Use case Name

Home button

Description

Display home page of application

Primary actor

User

Precondition

User must open application

Post condition

Display the Home Page of an application

Frequency of Use case Many times
Alternative use case N/A

Use case Diagrams

Attachments N/A

Results

To run project install MYSQL, python 3.7 and DJANGO server and then deploy app on DJANGO and start

server and run in browser to get below output.

* Bha @& o

»n and Pragention using Honeypot Network for Cloud Security

Ny

Home Login Register Here

L N T ]
e |

Intrusion Detection and Prevention using Honeypot Network for Cloud Security

H it

In above screen click on ‘Register Here’ link and register some users
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New User Signup Screen

Username |oca
Password -

Contact No 1112223334
Email 1D |oco@gail com
Address  |hyd

Register

H QO Type here to search

In above screen adding one user and then click on ‘Register’ button to get below screen

€ 5 C O

Register Here

Lrmsesd [F* l
A cddresses

]

New User Signup Screen
Signup Process Completed
Username
Password
Contact No
Email ID
Address

H © Type here to search

In above screen user signup process completed and similarly you can add many more users and now click on
‘Login’ link to get below login screen

1489



%

ISSN 2277-2685
E SR IJESR/Apr-Jun. 2024/ Vol-14/Issue-2/1483-1500
Mohammed Muzammil et. al., /International Journal of Engineering & Science Research

X | - 0 X

- % BG @0

Cimusses] LF*
Ackdrewses

User Login Screen
Username pas
Password |-
Lagin

H o Type here to search

In above screen user ‘aaa’ is logged in and after login will get below screen

@ Intrypon Detection and Prevent. X oo == G X

' C (@ 1270016000/ Userlogir o i e @0

/ - i

siop’D and-Pragention using Honeypot Network for Clond Seeurity
B,
-] ==

Upload File Dowrload File Logout

Unusexd [
Aadabroessos

Weleome : aaa

H O Type here to search

In above screen now user can click on ‘Upload File’ link to upload files

1490



“Q ESR

ISSN 2277-2685
IJESR/Apr-Jun. 2024/ Vol-14/Issue-2/1483-1500

Mohammed Muzammil et. al., /International Journal of Engineering & Science Research

(%] X
€ ¢ @ 1 * B 8O
€ Open ® -
[ » ThaPC » Documnets » v B
Une 11 | Omganize »  New foldes - O 9
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£Diiy
S al-shabandar2018 (1).pdé 1 dobe
8 ThisPC ' ? . =
angularbd
& 10 Objects Hpp_changes.td
----- [ Desitop ) BEHAVIOUR. FRT pptx 4 M8 Micre
= Daciments k1 C55710 Project Overview - Spring 2021 palf
. J Downlosds "L C55710 Proposel and Paper Review Requi., 25
I Music iy ;
EE YT G emmp— . ) Datasetarit
& Pictures
) dataset bt
W Videos deskopini
- . i Local Dk (C) B e
PESIPG
Lpload Flle s Local Disk [E:} B MG-20001 124-WADD T dpg G Fil
A i L 5% i
ﬁ]el:zssnl'ord king File name: | datasettxt | laiFie )
Upload File | Ehoose File Ie chasen

Choose Share Users ™™

Subemit

H O Type here to search

In above screen in first field we need to enter file password and then click on ‘Choose File’ button to select any

file and then select require users with whom you want to share file and you can select multiple users by holding

CTRL key from keyboard

rtrusian Datection and Pravens. X <

e

€ C O 1270015000

Linuosed [P

A ddresses

3 Functioning of Floncysd

Upload File Screen

File Password king

Upload File Choose File | datoset txt
ey

Choose Share Users ™
Submit

H O Type here tosearch
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In above screen user aaa is sharing file with bbb and now click on ‘Submit’ button to upload file
@ Intrusion Detection and Pravent. X 4+

- o X
€« C @ $27.00:8000/UpkiadF

r ..—-.1
Intrusiop/Defectior

1 and Pragention using Honeypot Network for Cloud Security

R =

Upload File Dovmload File Logout

L'nuased (9

Addiresses

Upload File Screen
File uploaded successfully
File Password
Upload File | Choose Fila | Mo file chosen
H Q Typenere to search 0 s
In above screen file is uploaded and now logout and login as user bbb to download file
@ Intrusion Datection and Pravent. X 4= = o X
& ¢ O 12700 Login.htr

Unesed] [P

Addresses : | —

Fig 3 Fumn - o R rieyal
User Login Screen
Username bos
Password |-
Login

H 0 Type here to search

In above screen user bbb is login and after login will get below screen
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Upload File Download File Logout

Unnssed 1P

i s (=]

H O Type here to search

Now click on ‘Download File’ link to get below screen

@ Irtrusion Detection and Pravent. X 4 = o] x
€« C (D 1270075000/ Downioadht * Be @0

Urmusesd [P

Aclidresscs g : -

User Name I!FI]e Name File Pnssward[l)ownlond File|
TR— T

ana

H o Type here to search

In above screen bbb user can see all files list shared by other user and password of file also will be visible to him
as user aaa has given share permission to him. now any time bbb user can click on ‘Click Here’ link to

download file and to get below screen
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Limursew! 1F* J

Ackidresses |

Download File Screen

File Wame dataset.txt
Password fkingl
Davwnioad

n o Type here to search

In above screen user bbb entered password as ‘king’ and its correct password and file will be downloaded in
browser status bar

@ It % JEds = o
€ * Be @0
Uimuosex) 1P ]
Ackiresses | -
|
- -
s —
Sy —
Fig 3 Fuamosbos » o]
.
Download File Screen
File Name dataset.tut
Password king
Dovnload
Cpen
Abways open files of th fype
Shew in folder
dataset tot = Showall X
H 0 Type here to search Il L A i - £ oA & w0 0

In above screen in status bar file is downloaded and now logout and login as user ccc who don’t have share
permission
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@ Intrusion Detection and Preversl X 4 _ v %

&« C @ 1270018 in.hm o 1t E. a @0

[

4
]

| I
i

User Login Screen

Username jcce
Password -

Login

Show all ®

aatasettn -
H O Type here to search

In above screen user ccc is login and after login will get below screen

3"

- -
d Pragention using Honeypot Netwark for Cloud Security

Upload File Dowrload File Logout

Unused [P
Addresses

Welcome : cee

n O Type here to search

In above screen now user can click on ‘Download File’ link to get below screen of file list
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tion and Prevent. X o = o *

¢ e Orem { st o e @ o

Unused [P |
Addresses |

User Name File Name File Password Download File|
aaa Hataset.txt (Click Here

n O Type here to search

In above screen ccc user also got file list but he don’t have share permission so file password is disabled and

now if he want he try to download file with fake password and then Honeypot detect him and serve fake

response
@ intrusion Detection and Prevers X - 0o X
- C (D 127.00.1:8000/DownloadFiteid=dataset ta * ma €0

Download File Scereen

File Name datasettst
Password sz
Downlosd

Shaw all X

T
Type here to search

BEo

In above screen ccc user try to download file with fake password and then will get below response from

Honeypot
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@ Intrusion Datection and Prevensl % | b - a X

' e ©1em " ; * B|e @0

Download File Sereen

File Name dataset.ixt
Password xmz
Download

b second.pdf
H O Type here to search

In above screen in status bar we can see Honeypot serve ccc user fake file called ‘second.pdf’ instead of original

file ‘dataset.txt’. In the same way Honeypot serve fake response to gather information from attacker

CONCLUSION
Any Organization or firm with either outside resources/areas or cloud administrations ought to deploy cloud-
based Honeypots. The IT staff might be required to arrange the Honeypots, yet the genuine outline ought to be
driven by the security groups will's identity observing for vindictive movement. Any association managing
delicate information in the cloud must prefer Honeypots, and they will likewise require talented system heads to
screen the logs and respond to the information. There are some incredible open source apparatuses that have
been created to help with the observing and log gathering of Honeypots. It clearly relies on the cloud stage itself.
"The perfect Honeypot for Amazon EC2 will contrast from Microsoft's Azure or IBM's cloud". In some ways,
the customary Honeypots are not perfect as they tend to reflect the more conventional desktop and server
working frameworks. They are, be that as it may, definitely best conveyed where fitting security experts are
likewise checking and breaking down at all circumstances. The supplementary utilization of human
collaboration gives that additional layer of security and the expert may distinguish a potential or hurtful assault
that had never been seen and henceforth observing programming would have no learning." One of the best bits
of best practice counsel is to redo from the get go. Honeypot innovation is open source thus the awful folks will
be exceptionally acquainted with default settings and will screen for these early signs of a trap. These systems
must be setup in an environment which care about their customers and want an extra edge in security in their

cloud based platform.
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