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Abstract

An Election is a method of selection of individuals to hold the public office in democracy. Ballot
is basically a piece of paper that is used to cast vote during election. In ballot paper voting
system each voter uses a ballot paper which is not shared and basically it is a paper printed with
the name and symbols of the candidates. The Electronic Voting Machine is basically a memory
recorder which records the vote casted by the voters. In this paper, main advantages of E-voting
systems for country is highlighted, along with that OTP through recognition is also one of the
main advantage, it is using block chain &etherum tool in this project. For constructing E-voting
systems, every countries need to do great attention to Verification and Validation requirements.
In this research, E-voting scheme with face recognition using Open CV technique is proposed.
The process of casting vote is accomplished by block chain technology and blind signature
mechanism. The main objective of the proposed scheme is to explore the positive effects of

security and safety in online voting system.

Keywords: Blockchain Technology, E-Voting,Otp

I INTRODUCTION

Voting is a method for a group, such as a meeting or an electorate, in order to make collective decision or
express an opinion usually following discussions, debates or election campaigns in smaller organizations,
voting can occur in different ways. Formally via ballot to elect others for example within a workplace, to

elect members of political associations or to choose roles for others. Informally voting could occur as a
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spoken agreement or as a verbal gesture like a raised hand or electronically. In a democracy, a
government is chosen by voting in an election a way for an electorate to elect, i.e., choose, among several
candidates for rule. However, more than likely, elections will be between two opposing parties.

In the context of national elections, "security" refers to the protection of the election process from any
unauthorized or malicious activities. "Integrity" means maintaining the accuracy and honesty of the
elections. So, the primary aim of the project is to enhance security and integrity of the elections
Traditional pen and paper voting methods can be vulnerable to various issues, such as people cheating
(fraud), difficulty in tracking votes (lack of traceability), and problems in confirming the accuracy of
results (limited verifiability).

To address these vulnerabilities, we are turning to Block chain technology. Block chain acts as a digital
ledger, maintaining a secure and tamper-resistant record of transactions and data. It records transactions
across a network of computers. Each transaction is added to a "block" and linked to the previous one,
creating a continuous chain of data blocks. In the context of a block chain, transactions refer to the actions
or.... operations that are recorded on the block chain ledger. These transactions can represent various
types of data, depending on the specific use case of the block chain. In the case of an E-voting system

transactions represent voting data, candidate details, voter details etc.

Block chain offers several advantages, including decentralization that is Unlike a traditional central
authority (like a government), block chain operates on a network of computers. This means there's no
single point of control, making it harder for anyone to manipulate the system.

. Transparency that is Every transaction or vote is recorded on the block chain and can be seen by
anyone. This transparency allows voters to verify that their votes were counted accurately.

. Block chain uses advanced cryptography to secure data

. Once data (like votes) is added to the block chain, it can't be changed. This ensures the integrity
of the voting process.

. Block chain is designed to keep functioning even if some of the computers in the network fail.

This makes it a reliable system for recording votes

II LITERATURE SURVEY

Smart and Secure Voting Machine Using Biometrics:
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There is a big total of populations who are appropriate to vote are called as voters, in India to
identify each voter, a unique number is provided with the voter id. Besides, for verification
purposes, biometrics traits can be used. A fingerprint is unique to each human being, which
provides much better protection than any secret keywords or passes keys. Thus, the biometric
concept can provide a better protected system for polling. In EVM there is no module that can
confirm if the citizen’s vote cast or not. So, the paper is proposed to include an SMS module and
GSM module to confirm the vote cast by the voter is registered via a confirmation message to the
registered mobile phone. This will improve the consistency and proficiency of the system. The
proposed system has a double verification for a more secure system. This system uses a cloud
database; hence it will be more efficient than the existing system. There is additional GPS in the
system, this will prevent the system from theft if the system is stolen it can be located easily and
immediately through satellites. Through GSM, we can get a confirmation message about to
which candidate the vote got registered to, this way the elector can verify that the voter is pitched
to his favourite’s candidate.

Arduino Based Secure Electronic Voting System with loT

Internet of Things (IOT) is the network of integrated physical devices that are set with connectors,
actuator and communication media that allow them to send and receive data over the internet [1]. This
technology is simplifying the lives of people and making everything easier day by day in every walk of
life [2]— [4]. The use of IoT in elections also improves the voting procedures. This system also looks after
for the number of functional and nonfunctional requirements which are very important in every phase of
system design. The precision, reliability and efficiency of the voting process will also be greatly increased
and the overall time to declare the results of the elections will also be reduced. There are basically two
types of online voting developed; one which is deployed at polling stations and it is officially supervised
by the officer of electoral authorities. The second is remote online voting system which is connected with
the internet and voter can submit their vote electronically from any location. The second technology of
casting vote from any location can greatly increase the overall turnout of the voters for the voting process.
This technology is very useful for those people who are living far away from polling stations and they
cannot go to polling stations to cast their vote. By the use of IoT this system is very easy to use and
maintain and it will also provide the capability of handling various modules at various centers and will

provide efficient scalability for larger elections. The overall performance of online voting system is based
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on its user interface, usability and security. Top of line security measure in online system make them
more advanced and robust.

A Survey on Smart Electronics Voting System through Block Chain Technology

In this system Block Chain Concepts are applied to Online Voting System when we are developing a
Smart E-voting system by taking advantage of block Chain concepts with web Interface. In this we are
using 2 modules i.e. Admin and Voter Module 1 - Administrator (Admin): - Admin Add Candidate,
Candidate details and check user(Voter) are legal or not. Module 2 - User (Voter): - Voter can cast the
vote to the candidate. This paper described, an electronic Voting system for small to medium sized
Internet-based public opinion systems that provides privacy of vote, voter’s authentication, audit ability,
double-voting prevention, fairness voting device from manipulating the authenticated voters voting
choices. In this paper, used of Aadhar card provided by UIDAI with QR code present in it. Online instead
of offline mode and storing the voting data to secured online server. Results can be displayed by admin

after entering user id and password.

IIT EXISTING SYSTEM

In existing they introduce a Auditable Block chain Voting System (ABVYS) is a electronic voting
solution aimed at bolstering transparency and trust in the electoral process. ABVS leverages
block chain technology and a voter-verified paper audit trail (VVPAT) to address auditing and
verification challenges. Voters access a secure online portal, cast their votes electronically, and
receive a VVPAT receipt. Votes are recorded on an immutable blockchain, ensuring
transparency and security. Voters can verify their choices via the VVPAT, and independent
auditors can cross-reference electronic votes with paper records. ABVS enhances election
integrity, reduces fraud potential, and fosters voter confidence. Challenges include scalability
and accessibility, but ABVS offers a promising path toward more secure and trustworthy

electronic voting.

Disadvantages

1. The existing system faces security vulnerabilities, making it susceptible to hacking,

tampering, and cyberattacks, which could undermine the integrity of elections.
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2. The existing system lacks transparency, making it difficult for voters and auditors to verify

the accuracy of results, which can erode trust in the process.

Conducting post-election audits in the existing system can be complex and may not provide a

reliable means of verifying votes

IV PROPOSED SYSTEM

The proposed system aims to revolutionize the electoral process by introducing an electronic voting
platform accessible via computers, eliminating the need for traditional paper ballots. Leveraging block
chain technology, this system ensures the utmost security and transparency in recording and storing votes.
Block chain’s tamper-resistant digital ledger guarantees that once a vote is cast, it remains immune to
unauthorized alterations or deletions, bolstering the integrity of election data. Dual authentication
mechanisms, including facial recognition and email OTP verification, confirm the voter's identity,
preventing unauthorized access and ensuring the authenticity of participants. The user-friendly interface,
built using the Django web application framework, simplifies the voting process for citizens while
ensuring scalability and robustness to handle large user volumes, making it a dependable and secure
solution for modernizing the electoral process

Advantages

1. The proposed system introduces dual authentication mechanisms, including facial recognition and
email OTP verification, which significantly improve the security of voter authentication compared

to the existing system. Blockchain technology ensures tamper-resistant vote recording.

2. The user-friendly interface built with Django simplifies the voting process, making it more
accessible to a wider range of citizens, potentially addressing some of the accessibility gaps

seen in the existing system.

3. The block chain-based approach guarantees data integrity, as once votes are recorded, they are

immutable. This enhances transparency and trust in the election results.

4. The proposed system is designed to handle large user volumes, addressing one of the

scalability challenges faced by the existing system, especially during high-stake elections.
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VIMPLEMENTATION

Register: In this module, eligible voters sign up to use the electronic voting system. Users
provide their personal information, such as name, email, address, and identification details. The
system validates and verifies the provided information, ensuring that only eligible voters are

registered. Users may also need to upload a photo for identification purposes.

Admin Login: This module is for authorized administrators who manage the electronic voting
system. Administrators enter their unique login credentials to access the system. Once logged in,
administrators can perform various tasks, such as adding or updating candidate information,

monitoring the voting process, and generating reports.

Add Party Details: In This module, administrators add information about political parties
participating in the election. This includes party names, logos, candidate lists, and any relevant
details. The information is securely stored in the system and made available for voters to view

during the election.

View Party Details: This module allows both voters and administrators to see information about
the political parties and their candidates. Voters can use this information to make informed

decisions about their votes. Administrators can review and update party details if needed.

View Votes: This module provides a summary of the votes cast in the election. It shows the total
number of votes for each party or candidate, allowing administrators and the public to track the

progress of the election.

User Login: The "User Login" module is for registered voters who wish to cast their votes.
Voters enter their login credentials, which include facial recognition and email OTP verification,

to access the voting interface. Once logged in, voters can proceed to cast their votes securely.
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Cast Your Vote: In this module, voters make their selections for candidates or parties. They
follow the on-screen instructions to choose their preferred options. The system ensures that each
voter can only submit one valid vote, preventing duplicate votes. After casting a vote, the voter

receives confirmation, and their choice is securely recorded in the blockchain-based system.

VI RESULTS
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VII CONCLUSION

The project successfully reached its main goals by using block chain technology.Blockchain
keeps an unchangeable record of all votes, so voters can check their votes anytime. It also makes
a public record of every action, which builds trust among everyone involved.The project made
the system super secure by using two checks to confirm users' identities. One is face recognition,
and the other is an email otp verification this ensures that only authorized users can vote, and no

one else can sneak in.

The SHA-256 cryptographic algorithm ensured the integrity of data and strengthened the
prevention of duplicate votes, making sure that each voter can cast only one vote. The system is
built to handle many users, especially during large elections. It won't break or have problems,
ensuring a smooth voting process for everyone. The website where users vote is designed to be
user-friendly. It's like using any other website, making it easy for all users to navigate and
interact with the system. It's designed for both regular users and administrators, ensuring a

simple and smooth experience for all.

1144



ISSN 2277-2685
IJESR/Apr-Jun. 2024/ Vol-14/Issue-2/1135-1147

R.Swathi et. al,, /International Journal of Engineering & Science Research

REFERENCES

[1] BalaMurali, Potru Sarada Sravanthi, B. Rupa.” Smart and Secure Voting Machine using
Biometrics”,2020 Proceedings of the Fourth International Conference on Inventive Systems and Control

(ICISC), September 2020.

[2] K.C Arunl, Shahbaz Ahmad2, Saba Noor3, Iqgra Mumtaz4and Mubashir Ali5.” Arduino Based Secure
Electronic Voting System with [oT”.4th Global Conference on Computing & Media Technology,July
2020.

[3] Mr. Santosh Kuma, Dr.NitikaSinghi, Abhijit Patankar.” A Survey on Smart Electronic Voting System
through Block-Chain Technology”,2020 Journal of Emerging technologies and Innovative
Research(JETIR), April 2020.

[4] MD Shadab Hussain, Dr Mohammad Sarfraz, Salim Rukhsar. " Towards The Intelligent Agents for
Block Chain E-Voting System ", 2018 3rd International Conference on Communication and Electronics

Systems (ICCES), 2018.

[5] Nir Kshetri and Jeffrey Voas.” Block ChainEnabled E-Voting.”2018 The Institute of Electrical and
Electronics Engineers (IEEE),2018.

[6] MichalPawlaka, AnetaPoniszewskaMaranda " a, Natalia Kryvinskab,c.” Towards the intelligent agents
for block chain e-voting system.” 2018 The 9th International Conference on Emerging Ubiquitous

Systems and Pervasive Networks (EUSPN ),2018.

[7] M. Pawlak, J. Guziur and A. PoniszewskaMaranda,”Voting process with blockchain technology:
Auditable Blockchain Voting System”,FatosXhafa, Leonard Barolli, MichaAGreguA (Eds.): Advances in
Intelligent Networking and Collaborative Systems, LNDECT 23, ISBN978-3-319- 98556-5, Chapter 21,
Publisher: SpringerVerlag Heidelberg, 2018.

[8] S. Mello-Stark and E. A. Lamagna,”The Need for Audit-Capable E-Voting Systems”, Proc. of 31st
International Conference on AdvancedInformation Networking and Applications Workshops (WAINA),
Taipei, Taiwan, 2017.

1145



ISSN 2277-2685
IJESR/Apr-Jun. 2024/ Vol-14/Issue-2/1135-1147

R.Swathi et. al,, /International Journal of Engineering & Science Research

[9] X. Xu, . Weber, M. Staples, L. Zhu, J. Bosch, L. Bass, C. Pautasso and P. Rimba, ”A Taxonomy of
Blockchain-Based Systems for Architecture Design”, Proc. of IEEE International Conference on Software

Architecture (ICSA), Gothenburg, Sweden, 2017.

[10]J.Deepika, S.Kalaiselvi ,S.Mahalakshmi, S.AgnesShifani “Smart Electronic Voting System Based On
Biometric IdentificationSurvey”. Third International Conference on Science Technology Engineering &

Management (ICONSTEM), 2017.

[11]V. Kiruthika Priya, V. Vimaladevi, B. Pandimeenal, T. Dhivya, “Arduino based Smart Electronic

Voting Machine”, International Conference on Trends in Electronics and Informatics, ICEI 2017.

[12]Dr. Z.A. Usmani , Kaif Patanwala, Mukesh Panigrahi, Ajay Nair, “MULTI PURPOSE PLATFORM
INDEPENDENT ON LINE VOTING SYSTEM?”, International conference on innovation in Information,

Embedded and Communinaction Systems, 2017

[13]S. M. Anggriane, S. M. Nasution and F. Azmi,” Advanced e-voting system using Paillier
homomorphic encryption algorithm”, Proc. oflnternational Conference on Informatics and Computing

(ICIC), Mataram, Indonesia, 2016.

[14]Poniszewska-Maranda, L. Gebel,” Retrieval and processing of information with the use of multi-

agent system”, Journal of Applied Com-puter Science, Vol. 24, No 2, ISSN 1507-0360, pp. 17-37, 2016

[15]Julia Pomares, Ines Levin, R. Michael Alvarez, Guillermo Lopez Mirau, Teresa Ovejero, “From
Piloting to Roll-out: Voting Experience and Trust in the First Full eelection in Argentina”l, International

Conference on Electronic Voting EVOTE,2014.

[16]Alex Delis, Konstantin Gavatha, AggelosKiayias, CharalamposKoutalakis, EliasNikolakopoulos,
LamprosPaschos,MemaRousopoulou, Georgios Sotirellis,Panos Stathopoulos, PavlosVasilopoulos,
Thomas Zacharias, Bingsheng Zhang, “Pressing the button for European elections”, International

Conference on Electronic Voting EVOTE2014, E-Voting.CC GmbH, 2014

1146



ISSN 2277-2685
IJESR/Apr-Jun. 2024/ Vol-14/Issue-2/1135-1147

R.Swathi et. al,, /International Journal of Engineering & Science Research

[17]Chunlin Yang, Techshino, “Fingerprint Biometrics for ID Document Verification”, IEEE 9th
Conference on Industrial Electronics and Applications (ICIEA), pp.1441-1445, 2014

[18]D. Ashok Kumar, T. UmmalSariba Begum, “Electronic Voting Machine — A Review”,
Proceedings of the International Conference on Pattern Recognition, Informatics and Medical

Engineering, March 21-23, 2012.

[19]Sravya. V, Radha Krishna Murthy,Ravindra Babu Kallam, Srujana B, “A Survey on
Fingerprint Biometric System”, International Journal of Advanced Research in Computer

Science and Software Engineering ,pp.307- 313 Volume II, Issue 4, April 2012.
[20]NaniFadzlinaNaim, Ahmad Thsan Mohd Yassin, Wan MohdAmeerul Wan Zamri, Suzi

SerojaSarnin, “MySQL Database for Storage of Fingerprint Data”, UKSim 13th International
Conference on Modelling and Simulation, pp. 293-298, 2011

1147



