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Abstract: To achieve cost-savings, data owners outsource their spatiotextual query services to public
cloud, which, however, may bring serious privacy issues. In this paper, we define and study the problem
of privacy-preserving spatio-textual skylines in cloud environments. To address the problem, we first
transform the locations and texts of each data object and query request into vectors and encrypt the
vectors based on an vector based encryption method to protect the data privacy. Exploiting the group of
query locations to accelerate the query processing, we further present a location-aggregation-based query
request generation method. Based on encrypted aggregated query requests, we present a corresponding
query processing algorithm for privacy-preserving spatio-textual skylines. Finally, we present analysis to
show the security guarantee of the proposed methods, and conduct thorough experiments on real datasets

to show the performance of our algorithms.

I INTRODUCTION

With the rapid development of the mobile Internet, users of mobile Internet applications are motivated to
search some points based on their interests leveraging both spatial prox- imity and textual relevance over
spatio-textual data, which are defined by merging geographical locations and textual descriptions [1].
Spatio-Textual Skylines (STS) allow users to find points of which the locations are near a group of spa-
tial query locations and the descriptions are relevant to a set of keywords. For enjoying the great cost-
savings of cloud platforms, more data owners choose to outsource their location-based services to the
public cloud, however, the direct outsourcing may arouse serious privacy concerns. Since sensitive or pri-
vate locations and texts are contained in both spatio-textual dataset and users’ query requests, which may
be utilized by adversaries to imply the user privacy, such sensitive infor- mation must not be learnt by an
untrusted third party, the cloud service provider. Therefore, for securely providing services on locations, it

is necessary to address the privacy- preserving spatio-textual skylines (PSTS) problem under encryption
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settings. In the existing studies, only a few focus on the privacy- preserving problem of spatio-textual
queries on untrusted cloud platforms. In our previous work, Su et al. [2]proposed a privacy-preserving
top-k spatio-textual query scheme in cloud environments. Recently, Cui et al. [3] proposed a
privacypreservingboolean spatial keyword queries under encryption settings. Since both of these two
works only consid- er the relevance measuring on single query request, they cannot solve the PSTS
problem. Other related works focus on the primary problems of PSTS separately, i.e., privacy- preserving
spatial queries and privacy-preserving textual queries. To this end, we define and study PSTS queries in
cloud environments. To protect the privacy of objects in spatiotextual dataset, we transform the locations
and texts of each object into vectors and encrypt the vectors based on Asym metric Scalar-Product-
Preserving Encryption (ASPE) [4], an vector-based encryption method [3] proved secure against known
background threat model. To address the privacy issues of query requests with a group of query locations,
we further present a location-aggregation-based query request generation method, in which the group of
query locations is aggregated into Minimum Bounding Rectangles (MBRs) ac- cording to the
distributions of the locations. Together with the query texts, the query request and the aggregated MBRs
are transformed into vectors and encrypted by ASPE. At last, we present the query processing algorithm
of PSTS, where the encrypted aggregated MBRs are utilized to help prune the dominated objects before
the dominance tests over each query request. Analysis shows the security guarantee of the proposed
methods, and thorough experimental results on real datasets show the performanceof our algorithms.
Insummary, the contributions of this paper are as follows, x We define and study the privacy-preserving
spatio- textual skylines (PSTS) problem in semi-trusted cloud environment. x To address this problem,
we first encrypt spatio-textual objects and query requests with ASPEto protect the data privacy.
Exploiting the group of query locations to im- prove the query efficiency, we further present a location-
aggregation-based query request generation method. At last, we present the query processing algorithm of
priva- cy-preserving spatio-textual skylines. x Analysis shows the security guarantee of the proposed
methods, and thorough experimental results on real da- tasets show the performance of our algorithmwe

define PSTS problem and present our system model, threat model and necessary preliminaries.

II LITERATURE SURVEY

Queries over spatio-textual data have been studied for several years[1], of which various types have been
proposed such as spatial keyword top-k query [5-7], booleanspatio- textual query[8], etc. Shi et al. [9]

first proposed the spatio- textual skyline query method over indices, where the spatio- textual dominance
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is first defined. However, only a few works study the privacy protection problem of spatio-textual queries
in untrusted cloud environments. In our previous work, Su et al. [2] proposed a privacy-preserving top-k
spa- tio-textual query scheme cloud environments. Cui et al. [3] proposed a privacy-preserving boolean
spatial keyword que- ries under encryption settings. Both of these two works can- not solve the PSTS
problem. Other related works focus on the primary problems of PSTS separately, i.e., privacy- preserving
spatial queries and privacy-preserving textual queries. A. Privacy-preserving Spatial Queries. Privacy-
preserving queries over spatial data has been ad- dressed in some recent works. Focusing on the secure
kNN problem, Wong et al. [4] first proposed Asymmetric Scalar- product-Preserving Encryption (ASPE)
Through ASPE, Wang et al. [10] proposed a secure index ~ R-tree to support secure half-space range
queries. Hu et al. [11] proposed a method based on privacy homomorphism to solve the secure kNN
problem on the R-tree index, in which the encryption function and decryption function are carried out on
the user- side and the server-side respectively. Elmehdwi et al. [12] proposed a secure kNN protocol
based on Paillier cryptography system. Chen et al. [13] proposed an efficient query result verification
algorithm for skyline queries in the cloud environment, ensuring the resulting security of skyline que-
ries. Liu et al. [14] proposed a skyline query protocol based on semantic security encryption mechanism
to solve the sky- line query problem on encrypted data. B. Privacy-preserving Textual Queries. For
privacy-preserving textual queries, the formal defini- tion of searchable encryption and a secure index
structure based on the inverted file is proposed in[15]. Wang et al. [16] solved the problem of result
ranking in secure keyword que- ries by using the encryption on keyword frequency and order retention. A
file index structure for similarity query based on LSH is proposed in[17]. Cao et al.[18,19]proposed a
priva- cy-preserving multi-keyword query algorithm based on symmetric encryption. Fu et al. [20]

proposed an accurate and efficient multi-keyword fuzzy search scheme over en- crypted outsourced data.
I EXISTING SYSTEM

In the existing studies, only a few focus on the privacy preserving problem of spatio-textual queries on
untrusted cloud platforms. In our previous work, Su et al. [2] proposed a privacy-preserving top-k spatio-
textual query scheme in cloud environments. Recently, Cui et al. [3] proposed a privacy-preserving
boolean spatial keyword queries under encryption settings. Since both of these two works only consider
the relevance measuring on single query request, they cannot solve the PSTS problem. Other related
works focus on the primary problems of PSTS separately, i.e., privacy preserving spatial queries and

privacy-preserving textual queries

IV PROPOSED SYSTEM
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We define and study PSTS queries in cloud environments. To protect the privacy of objects in
spatiotextual dataset, we transform the locations and texts of each object into vectors and encrypt the
vectors based on Asymmetric Scalar-Product-Preserving Encryption (ASPE) [4], an vector-based
encryption method [3] proved secure against known background threat model. To address the privacy
issues of query requests with a group of query locations, we further present a location-aggregation-based
query request generation method, in which the group of query locations is aggregated into Minimum
Bounding Rectangles (MBRs) according to the distributions of the locations. Together with the query
texts, the query request and the aggregated MBRs are transformed into vectors and encrypted by ASPE.
At last, we present the query processing algorithm of PSTS, where the encrypted aggregated MBRs are
utilized to help prune the dominated objects before the dominance tests over each query request. Analysis
shows the security guarantee of the proposed methods, and thorough experimental results on real datasets

show the performance of our algorithms.

V ARCHITECTURE
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VI METHODOLOGY

In the threat model, we assume the cloud and its service provider follow a semi-honest model, in which
the cloud, acting in “honest but curious” fashion, will correctly execute the user-designed protocols, and
try to collect and analyze the valuable information from the data and query requests. We adopt the
security model of the encryption as Known Background Model, which has been applied in existing
research [3]. For the scheme presented in the paper, we focus on following design goals on the privacy

protection.

Data privacy. The spatio-textual data, containing sensitive and private information on locations and texts,

cannot be utilized in plaintext when being outsourced to the cloud. Therefore, the privacy of spatio-
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textual data should be protected in our system. Query privacy. The spatio-textual query requests consist of
users’ locations and interested keywords, which are related to user privacy. Besides, the intermediate
results during the query processing may leak privacy information. Thus, the query privacy should be

considered in our system
We designed the model to be both security and efficiency. The details are as follows:

1) The data owner first encrypts the data and then sends the ciphertext data to the cloud server.

Nevertheless, the cloud server does not have access to the plaintext data throughout the process.

2) During the query process, the query request sent by the users does not contain any private data, and the

cloud server sends the query result in the form of ciphertext to the data user.

3) As a query processing model, efficiency should be one of the most important criteria to measure its
performance. Although the entire query is done on the ciphertext, it should be guaranteed that the query

efficiency is not reduced too much.
VII IMPLEMENTATION

Data owners: the data owner, the authorized user and the cloud. The data owner manages the spatio-
textual data and encrypts such data using the secret key to ensure the security. After that, the data owner

outsources the encrypted spatio-textual data to the cloud for providing the query services.

Cloud servers: The cloud server has a huge capacity for storage and computing and provides data storage

and computing services

Users: The user, authorized by the data owner, issues a spatio-textual skyline query with his/her locations
and query keywords. To protect the privacy, the authorized user encrypt the query requests using secret
key offered by the data owner, and sends the encrypted query requests to the cloud. By receiving the
encrypted requests, the cloud executes the privacy-preserving spatio-textual skyline query processing over
the encrypted data without decryption, and returns the skyline results back to the corresponding user in

cipher text.

VIII RESULLTS
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IX CONCLUSION

In this paper, we define and study the problem of privacy-preserving spatio-textual skylines in cloud
environments. To address the problem, we first transform the locations and texts of each data object and
query request into vectors and encrypt the vectors based on the vector-based encryption method to protect
the data privacy. Exploiting the group of query locations to accelerate the query processing, we further
present a location-aggregation-based query request generation method. Based on encrypted aggregated
query requests, we present a corresponding query processing algorithm for privacy-preserving spatio-
textual skylines. Analysis shows the security guarantee of the proposed methods, and experimental results

on real datasets show the performance of our algorithms
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