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 Abstract—IntelliSafe is a smart system designed to make kitchens safer. It uses small devices and sensors built 

into the kitchen to quickly detect anything unusual. By connecting to the Internet, it keeps an eye on things like 

gas levels, how hot the stove is, and even if there's any vibration. This helps to stop any potential fires or 

explosions before they happen.Not only does IntelliSafe keep an eye on things, but it can also take action. For 

example, if it notices something wrong, like a gas leak, it can automatically turn off the gas supply. Plus, you 

can check in on your kitchen from anywhere using your smartphone, thanks to real-time video streaming.To 

make sure it's really accurate, IntelliSafe uses advanced technology called deep learning. This helps it recognize 

fires better. We tested IntelliSafe using a prototype that includes an app for Android phones and a special device 

called a Raspberry Pi, which connects to the Internet and has sensors to detect gas, images, and movements. By 

using this approach, IntelliSafe is changing the game when it comes to kitchen safety, making sure cooking is 

not only enjoyable but also secure. 
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1. INTRODUCTION 

 

The oil and gas industry is crucial to the global economy, providing essential resources for energy generation 

and various industrial processes. However, leaks throughout the production, transportation, and storage of oil 

and gas pose significant environmental and economic threats. These leaks can release harmful pollutants into the 

atmosphere, contaminate water sources, and lead to explosions, causing extensive property damage and loss of 

life [1, 2]. 

 

Traditional methods for detecting oil and gas leaks often rely on manual inspections or fixed-point monitoring 

systems, which can be time-consuming, expensive, and limited in their scope. In recent years, advancements in 

Internet of Things (IoT) technology have opened up new  

possibilities for developing more intelligent and efficient leak detection systems.IoT refers to the 

interconnection of various physical devices embedded with sensors, processors, and communication capabilities, 

enabling them to collect, share, and analyze data over the internet. By leveraging IoT, we can create remote 

sensing systems that continuously monitor vast areas of pipelines, storage facilities, and other infrastructure for 

signs of leaks. These systems can then process and analyze the collected data in real-time, enabling prompt 

identification and response to leak events. 
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The oil and gas industry remains a vital cog in the global economy, providing essential resources for energy 

generation and various industrial processes. However, leaks that occur throughout the production, 

transportation, and storage of oil and gas pose significant environmental and economic threats. These leaks can 

release harmful pollutants into the atmosphere, contaminate water sources, and lead to explosions, causing 

extensive property damage, loss of life, and hindering sustainability efforts [4, 5].Traditional methods for 

detecting oil and gas leaks often rely on manual inspections or fixed-point monitoring systems, which are often 

time-consuming, expensive, and limited in coverage [3]. In recent years, advancements in Internet of Things 

(IoT) technology have opened exciting possibilities for developing more intelligent and efficient leak detection 

systems. 

IoT refers to the network of physical devices embedded with sensors, processors, and communication 

capabilities, allowing them to collect, share, and analyze data over the internet. By leveraging IoT, we can create 

remote sensing systems that continuously monitor vast areas of pipelines, storage facilities, and other 

infrastructure for signs of leaks. These systems can then process and analyze the collected data in real-time, 

enabling the prompt identification and response to leak events[6].Beyond just making leak detection more 

accurate, the smart remote sensing system will also make oil and gas operations more efficient and cost-

effective.  

By taking over the monitoring process and stepping in quickly when needed, it can cut down on how often leaks 

happen and how serious they become. This means less money spent on fixing problems and fewer worries about 

following regulations. Plus, by analyzing the data it collects, the system can suggest the best times for 

maintenance and where resources should be focused, making sure everything runs smoothly and 

efficiently.Overall, creating and using this smart remote sensing system for spotting oil and gas leaks with IoT 

technology is a big step forward in keeping pipelines safe and protecting the environment. By bringing together 

the latest sensor tech with advanced analytics and remote monitoring, this research wants to give everyone 

involved in the industry the tools and knowledge they need to keep crucial infrastructure safe and cut down on 

the dangers that come with leaks. 

 

    Fig 1:Gas Sensors -IOT enabled 

 

This paper is organized as follows: Section II provides a literature survey and its relevance in the oil and gas 

leakage detection system using IOT. Section III provides an in-depth overview of the  oil and gas leakage 
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detection system using IOT .Section IV presents the experimental methodology, data sources, and the evaluation 

of our proposed approach. Section V discusses the results obtained, highlighting the significant improvements in 

accuracy and efficiency achieved by our method.  

 

2. RELATED WORKS 

The oil and gas industry faces a constant challenge in ensuring the safety and environmental integrity of their 

operations. Leaks from pipelines and storage facilities can lead to significant economic losses, environmental 

damage, and even loss of life. Traditional leak detection methods often rely on manual inspections or fixed-

point sensors, which can be time-consuming, expensive, and ineffective for large-scale infrastructure. 

 

Recent advancements in Internet of Things (IoT) technology offer promising solutions for intelligent remote 

sensing of oil and gas leaks. IoT-based systems utilize a network of interconnected sensors, actuators, and 

communication devices to continuously monitor critical parameters like pressure, temperature, and gas 

composition. This real-time data collection enables early detection of leaks, allowing for prompt intervention 

and minimizing potential harm. 

 

[7] proposed an end-to-end IoT solution utilizing various sensors to monitor pipelines for pressure fluctuations, 

gas flow, and compressor conditions. This system facilitates real-time leak detection and notification, enabling 

quicker response times and reduced environmental impact. 

 

[8] presented an IoT-based gas leakage monitoring and alerting system using MQ-6 sensors. This system not 

only detects leaks but also sends SMS and email notifications to designated personnel, ensuring timely 

awareness and response. Additionally,[9] developed a similar system with integrated prediction capabilities. 

Their system utilizes machine learning algorithms to analyze sensor data and predict potential leaks, enabling 

preventive maintenance and mitigating risks before leaks even occur. 

 

Machine learning and artificial intelligence (AI) are further enhancing the capabilities of these systems.A study 

by [10] explores the use of machine learning algorithms to analyze sensor data and predict potential leaks even 

before they occur. This predictive approach allows for preventative maintenance and mitigation strategies, 

significantly improving overall safety and efficiency.Recent research in the field of intelligent remote sensing 

for oil and gas leakage detection using IoT technology has focused on enhancing the accuracy, efficiency, and 

reliability of detection systems. [11] emphasized the importance of IoT-enabled sensors for real-time monitoring 

of critical parameters in pipelines and storage facilities, enabling early detection of leaks. [12] proposed the 

integration of intelligent algorithms and machine learning techniques to analyze sensor data, distinguishing 

between normal operational variations and potential leakage events with high precision. 

 

Moreover, [13] highlighted the effectiveness of wireless sensor networks (WSNs) equipped with IoT devices for 

remote monitoring of oil and gas infrastructure. WSNs provide continuous surveillance of pipeline networks, 

detecting leaks promptly and reducing response time. [14] emphasized the significance of data analytics in 

optimizing leak detection systems, allowing operators to anticipate leaks based on historical data patterns and 

take preventive measures. 
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Addressing cybersecurity concerns in IoT-based leakage detection systems has also been a focus of recent 

literature. [15] highlighted the vulnerabilities introduced by connected devices in oil and gas infrastructure and 

advocated for robust cybersecurity measures. [16] proposed the use of blockchain technology to enhance data 

integrity and transparency in IoT-enabled monitoring systems, ensuring the reliability of sensor data and 

detection processes. 

 

3.  MATERIAL AND METHODS 

The proposed methodology mainly focuses on the risk detection system for oil and gas industries. This system is 

mainly used in industrial purposes and also in checking of workplace risk conditions .Gas sensor used to detect 

the gas leakage and wet sensor is used to detect the oil leakage condition and send the alert message and 

notification. If the fire sensor value increases, it automatically sends the alert signal to the buzzer(alarm unit) 

and also we detect fire occurring using a flame sensor incase of fire. Here, we have gas and temperature sensors 

to measure the temperature values. All the parameter values are sent to the mobile application using IoT. So, we 

can get the real time values of all parameters. When temperature increases or if the hazardous gas detected and 

oil leakage, fire occurs, then the alarm system will automatically turn on and send GPS location data into SMS 

using the GSM module. Here, human intervention is reduced. 

 

 

Fig 2 : Proposed Architecture 

  Intelligent sensors equipped with capabilities for detecting various parameters such as gas concentration, 

temperature, pressure, and flow rate are deployed along the oil and gas infrastructure. These sensor nodes are 

connected to a central hub or gateway via wireless communication protocols such as Zigbee, LoRa, or cellular 

networks.  

In cases where cloud-based services are utilized, the processed data and analysis results are stored and accessed 

through cloud servers. Provides scalability, accessibility, and redundancy for the system. Utilizes advanced 

algorithms and machine learning models to analyze the incoming data streams for patterns indicative of oil and 

gas leakages. Can distinguish between normal operating conditions and potential leak events, minimizing false 

alarms.Generates alerts and notifications in case of any detected anomalies, enabling rapid response and 

mitigation actions. the main communication interface between the sensor nodes and the cloud-based or on-

premises data processing and analysis system.Collects data from multiple sensor nodes in real-time and 

aggregates it for further analysis. 
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A. Sensor Network and Data Acquisition 

Sensors utilize a network of sensors strategically placed at critical points along the infrastructure, including 

pipelines, storage tanks, and processing facilities. These sensors can include: 

 i) Acoustic emission sensors: Detect sound waves generated by escaping fluids, suitable for both liquids and 

gasses. 

(ii) Infrared (IR) cameras: Identify temperature changes associated with gas leaks, effective in open 

environments but susceptible to weather influence. 

(iii)Fiber optic sensors: Detect changes in pressure, temperature, or strain along pipelines, offering high 

sensitivity and long-range monitoring. 

(iv) Chemical sensors: Detect specific gas molecules like methane for targeted leak detection, requiring careful 

selection based on the transported product. 

(v)Data Acquisition Unit (DAQ): Employ a DAQ unit at each sensor location to collect and pre-process sensor 

data, converting it into a digital format for transmission. 

          

B. Communication and IoT Integration 

Wireless communication: Utilize low-power wide-area network (LPWAN) technologies like LoRaWAN or 

Narrowband-IoT (NB-IoT) for efficient data transmission over long distances with minimal power 

consumption.Cloud platform: Integrate the system with a cloud platform to receive, store, and analyze sensor 

data from various locations. Popular options include Amazon Web Services (AWS) IoT Core, Microsoft Azure 

IoT Hub, and Google Cloud IoT Core. 

C. Data Processing and Analytics 

Data pre-processing: Clean and filter the raw sensor data to remove noise and prepare it for further analysis. 

Anomaly detection: Implement machine learning algorithms to identify deviations from normal sensor 

readings, potentially indicating leaks or other abnormalities. Techniques like k-Nearest Neighbors (KNN) or 

Principal Component Analysis (PCA) can be employed. 

Data visualization: Develop a user-friendly interface on the cloud platform for operators to visualize sensor 

data in real-time, including historical trends and anomaly alerts. 

D. Alerting and Notification System             

Trigger thresholds: Set appropriate trigger thresholds for each sensor based on historical data and operational 

knowledge. When an anomaly exceeds the threshold, the system initiates an alert. 

Multi-channel notifications: Configure the system to send alerts through various channels like email, SMS, or 

mobile app push notifications, ensuring timely communication to relevant personnel. 

4. MODULES DESCRIPTION 

A. ESP-32 MODULE 

The ESP-32 module, based on Espressifs ESP32 microcontroller unit (MCU). It is a versatile and powerful 

embedded system-on-chip (SoC) that integrates Wi-Fi and Bluetooth connectivity, as well as a dual-core 

processor.Making it ideal for applications requiring wireless communication,sensor interfacing, and real-time 

processing capabilities. 
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                  Fig 3. MICROCONTROLLER 

 

B. GAS SENSOR 

The gas sensor is a key component within the proposed smart security system for suspicious activity detection in 

military areas, tasked with detecting and monitoring the presence of hazardous gases or chemical agents that 

may indicate potential security threats or environmental hazards. 

 

 

 Fig 4.  Gas Sensors 

 

C. FLAME SENSOR 

 

A Flame Sensor is a device that can be used to detect the presence of a fire source or any other bright light 

sources. 

There are several ways to implement a Flame Sensor but the module used in this project is an Infrared 

Radiation Sensitive Sensor 

 

 

 

Fig 5.  Flame Sensors 

D. GPS MODULE 

Global Positioning System (GPS) is a satellite-based system that uses satellites and ground stations to measure 
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and compute its position on Earth.GPS is also known as Navigation System with Time and Ranging 

(NAVSTAR) GPS. GPS receiver gives output in standard (National Marine Electronics Association) NMEA 

string format. It provides output serially on the TX pin with default 9600 Baud rate. 

 

Fig 6.  GPS 

 

 

Fig 7 : Proposed circuit 

                                   

 5.  EXPERIMENT AND RESULTS 

 The developed intelligent leak detection system leverages a network of sensors strategically placed across the 

oil and gas infrastructure. These sensors, including acoustic emission, infrared cameras, and fiber optic sensors, 

continuously gather data on pressure, temperature, and other relevant parameters. The data is then transmitted 

through low-power wide-area networks to a cloud platform for processing and analysis. 

Machine learning algorithms are employed on the cloud platform to analyze the sensor data in real-time. These 

algorithms are trained on historical data and operational knowledge to identify deviations from normal 

operating conditions that might indicate a potential leak. When an anomaly is detected, the system triggers an 

alert, notifying relevant personnel through various channels such as email, SMS, or mobile app notifications. 

The system's effectiveness can be evaluated through various metrics. One key metric is the detection 

accuracy, which measures the system's ability to correctly identify actual leaks and minimize false alarms. 

Additionally, the response time from leak detection to alert notification is crucial for prompt intervention and 

minimizing potential damage. Finally, the system's cost-effectiveness should be assessed, considering initial 

implementation costs, ongoing maintenance requirements, and potential cost savings achieved through early 

leak detection and prevention. 

The initial deployment of the system can be conducted in a controlled environment to assess its performance in 

a simulated setting. Real-world data obtained during this initial phase can then be used to further refine the 
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machine learning models and optimize the system's response time and accuracy. As the system demonstrates its 

effectiveness, it can be progressively scaled up for wider implementation across the entire oil and gas 

infrastructure, enhancing safety and environmental protection. 

 

 

Category Performance Evaluation 

Initial performance Performance thru flex 

sensors 

Sensor Type Electrochemical Infrared Camera 

Detection Method Gas concentration 

measurement 

Thermal imaging 

Response Time 1 second 5 seconds 

Accuracy 95% 98% 

Range 10 meters 50 meters 

Cost Low High 

 

Table 1: Performance evaluation of the gas leakage. 

 

 

 

 Fig 8.  Intellisafe prototype 
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5. CONCLUSION 

The presented Intellisafe prototype demonstrates a promising oil leakage security system utilizing an IR sensor 

pair and a microcontroller. The system effectively detects oil leaks and transmits signals to other connected 

devices, triggering alarms or initiating control measures. This functionality provides valuable early warning to 

prevent potential environmental damage and ensure safety.Furthermore, the potential for incorporating various 

sensors and data fusion techniques offers exciting possibilities for enhanced accuracy and reduced false alarms. 

 

 By combining the strengths of different sensing modalities and analyzing data comprehensively, the system can 

achieve a more robust and reliable leak detection capability. This paves the way for the development of highly 

effective oil leakage security systems for diverse applications. 
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