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ABSTRACT

Natural Language Processing (NLP), semantic
matching, and blockchain technology are
revolutionising resume categorisation by facilitating
efficient data processing, context-sensitive job
matching, and safe credential verification, thereby
overcoming the shortcomings of conventional
recruitment practices.

Objectives: Improve candidate-job compatibility,

increase recruitment precision, guarantee data

protection, and optimise hiring procedures through
the integration of powerful Al-driven technology.
Methods: The study integrates natural language
processing for data extraction, semantic algorithms
for context-based matching, and blockchain
technology for secure credential validation to create
a comprehensive recruitment system.

Empirical Results: The suggested model attains an
accuracy of 96.3%, precision of 95.0%, recall of

95.8%, and demonstrates strong data security,

550



ISSN 2277-2685
IJESR/Jan-Mar. 2025/ Vol-15/Issue-1s/550-562

WESR

Raj Kumar Gudivaka et. al., / International Journal of Engineering & Science Research

surpassing conventional methods in recruitment
operations.

Conclusion: The integration of NLP, semantic
matching, and blockchain enhances recruitment
accuracy, guarantees secure data management, and
streamlines hiring processes, facilitating the
development of novel, Al-driven HR solutions.
Keywords: Natural Language Processing, semantic
alignment,  blockchain  technology, artificial
intelligence, curriculum  vitae classification,
recruiting, data protection, employment matching,
hiring enhancement, human resources solutions.

1. INTRODUCTION

Natural language processing (NLP) and artificial
intelligence (Al) advancements have transformed
various industries in recent years, including hiring
(Deshmukh & Raut, 2024 [1]; Martinez-Manzanares
etal., 2024 [3]; Aleisa et al., 2023 [2]; Sareddy, 2023
[5]). One of the primary challenges in recruitment is
ensuring accurate and efficient job-candidate
matching (Jadon et al., 2021 [8]; Sareddy, 2020 [9];
Chauhan et al., 2023 [10]). Traditional resume
classification techniques often depend on manual
input or basic keyword matching, making them
labor-intensive, error-prone, and likely to miss key
contextual details in applicant profiles (Ayyadurai,
2021 [15]). However, NLP-based semantic
matching algorithms have significantly enhanced
resume classification by enabling a more precise,
context-aware job matching process (Sareddy &
Farhan, 2022 [7]; Sareddy, 2021 [11]; Ayyadurali,
2022 [12)).

NLP, a subfield of Al, enables computers to process,
comprehend, and generate human language
effectively (Chauhan et al., 2021 [6]). This
capability is particularly valuable in resume
processing, as resumes often contain diverse
formats, unstructured language, and detailed

information about a candidate’s qualifications,

experience, and skills (Chauhan & Awotunde, 2022
[18]; Rajeswaran, 2023 [13]). Semantic matching,
an extension of NLP, goes beyond simple keyword-
based approaches by interpreting the deeper
meaning of words and sentences, ensuring a
candidate’s qualifications are matched to job
descriptions even if the wording differs (Chauhan &
Jadon, 2020 [14]; Sareddy, 2021 [21]). Recent
studies highlight the effectiveness of BERT-based
NLP models in automating resume screening and
ranking candidates based on contextual information
rather than just keyword occurrence (Deshmukh &
Raut, 2024 [1]).

Blockchain, a decentralized digital ledger
technology, has also emerged as a key driver of
security, trust, and transparency across various
sectors, including hiring (Sareddy, 2022 [16];
Ayyadurai, 2021 [17]). Integrating blockchain with
Al and NLP can further enhance recruitment
processes by securely storing and verifying
candidate credentials, ensuring data authenticity and
immutability (Ayyadurai, 2020 [20]). By utilizing
blockchain technology, hiring platforms can reduce
fraudulent credential claims, improve data security,
and ensure that candidate information remains
tamper-proof, fostering greater trust between
employers and job seekers (Budda, 2021 [19]).

The main objectives are:

e To improve job candidate matching
accuracy using semantic  matching
algorithms based on natural language
processing.

e To use blockchain technology to increase
resume  classification  security and
transparency.

e Automating resume screening and
minimizing human bias in order to improve

the efficiency of the hiring process.
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According to Zhou et al. (2024 [4]), NLP-powered
Al systems significantly improve candidate
selection in Enterprise Resource Planning (ERP)
systems, reducing recruitment time compared to
traditional HR processes. Similarly, Deshmukh and
Raut (2024 [1]) emphasize the effectiveness of
BERT-based NLP models in automating resume
screening and ranking candidates more efficiently.
However, a research gap remains in the integration
of blockchain technology with advanced semantic
matching algorithms to further enhance Al-powered
resume classification (Chauhan et al., 2023 [22];
Jadon et al., 2023 [23]). Combining these
technologies may improve job-candidate matching
accuracy while ensuring data security and
transparency (Sareddy and Khan, 2024 [28]). Future
research should focus on integrating NLP, semantic
matching, and blockchain to enhance candidate-job
alignment, streamline hiring workflows, and
strengthen recruitment data security.

2. LITERATURE SURVEY

Sareddy (2020) [24] looks at the way hiring,
scheduling, and performance evaluation are
improved by Al and machine learning, which
optimises labour management. The report
emphasises how Al may increase productivity,
automate decision-making, and decrease
inefficiencies. Automation reduces biases in HR
procedures, while machine learning improves
retention tactics and performance forecasts.
Organisations may improve talent allocation and
operational efficiency by using Al to streamline
workforce management, scheduling, and staffing.
The study emphasises how Al is revolutionising
intelligent workforce planning and HR automation.
Chauhan et al. (2024) [25] present an architecture
for safe mobile cloud computing that uses RSA
encryption for user authentication and safe data

sharing, and SHA-256 for data integrity. In order to

provide confidentiality and integrity in cloud
environments, the study emphasises improved
encryption, access control, and defence against
cyber threats. The framework enhances data
security, prevents unwanted access, and guarantees
dependable cloud-based transactions by including
robust cryptographic techniques. The study
emphasises how important encryption is for
protecting mobile cloud infrastructures from ever
changing cyberthreats.

Dhasaratham et al. (2024) [26] propose an attention-
based isolation forest integrated with ensemble
learning to enhance financial fraud detection. The
model strengthens anomaly detection, reduces false
positives, and increases accuracy in identifying
fraudulent transactions. By combining isolation
forests with an attention mechanism, the approach
improves fraud classification precision. Ensemble
learning further optimizes detection rates, ensuring
higher reliability in financial security systems. The
research highlights Al-driven solutions to combat
evolving financial fraud threats through robust,
adaptive anomaly detection models.

Jadon et al. (2023) [27] present an Al-powered
optimisation system that combines Partially
Observable Markov Decision Processes (POMDPS),
Trust-Region Policy Optimisation (TRPO), and
Asynchronous Advantage Actor-Critic (A3C). This
method optimises software system efficiency,
increases Al flexibility and resource utilisation, and
improves  decision-making in  unpredictable
contexts. The framework guarantees improved
learning efficiency and reliable Al model training by
utilising reinforcement learning. Advanced Al
techniques for maximising software intelligence in
dynamic and intricate computational contexts are
highlighted in the paper.

A secure loT document clustering model that

combines  Affinity Propagation (AP) and
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Multivariate Quadratic Cryptography (MQC) is
presented by Kadiyala et al. (2023) [29]. MQC
ensures data secrecy by improving encryption and
defence against cryptographic threats. AP optimises
IoT data handling by increasing the scalability and
efficiency of document clustering. This framework
offers a strong encryption-clustering solution for
safe, effective information transmission in dynamic
loT contexts while improving security, clustering
accuracy, and loT data-sharing resilience.
Al-driven cloud computing applications in
healthcare data management are covered by Alavilli
etal. (2023) [30], with a focus on real-time analytics,
enhanced diagnostics, and patient monitoring. Al
improves the security, interoperability, and storage
of medical data, enabling quicker decision-making
and more efficient healthcare workflows. According
to the study, artificial intelligence (Al) has the
ability to convert unprocessed healthcare data into
useful insights, enhancing productivity, accuracy,
and predictive skills for improved patient outcomes
Kadiyala (2020) [31] introduces a secure 10T data-
sharing paradigm that combines Multi-Swarm
Adaptive  Differential  Evolution (MSADE),
Gaussian  Walk Group Search Optimisation
(GWGSO), and Supersingular Elliptic Curve
Isogeny Cryptography (SECIC). The approach
improves encryption, increases cryptographic
resilience, and assures secure key management. The
work improves 10T data-sharing security, efficiency,
and robustness by employing adaptive swarm
intelligence and cryptographic approaches, while
also tackling risks and computational constraints in
secure loT communication.

Nippatla et al. (2023) [32] present a powerful cloud-
based financial analysis system that uses CatBoost,
ELECTRA, t-SNE, and genetic algorithms. The
approach improves financial data classification,

feature extraction, and predictive analysis. CatBoost

and ELECTRA enhance category embeddings, t-
SNE fine-tunes dimensionality reduction, and
evolutionary algorithms optimise financial models.
This technology improves forecasting accuracy,
efficient financial risk assessment, and data-driven
insights, thereby boosting cloud-based financial
analysis and strategic planning.

Kadiyala and Kaur (2021) [33] present a safe 10T
data sharing paradigm that combines Decentralised
Cultural Co-Evolutionary Optimisation (DCCEOQ),
Anisotropic Random Walks, and Isogeny-Based
Hybrid Cryptography. This strategy improves data
encryption, privacy, and computational
performance, resulting in strong decentralised
security. DCCEO improves secure 10T transactions,
whilst  Anisotropic Random Walks increase
cryptographic randomness. The concept includes
durable encryption technologies that protect loT
communications  from  cyber attacks and
unauthorised access in remote contexts.

Kadiyala (2019) [34] proposes an loT resource
allocation and data-sharing model for fog computing
that combines DBSCAN, Fuzzy C-Means (FCM),
and a hybrid Artificial Bee Colony-Differential
Evolution (ABC-DE) algorithm. DBSCAN and
FCM improve clustering and resource management,
whilst ABC-DE increases security and allocation
efficiency. The method promotes scalable, safe, and
optimised loT data sharing while resolving network
limits and security weaknesses in decentralised fog
computing settings.

Alavilli et al. (2023) [35] provide a cloud-based
predictive modelling system for healthcare data
analysis that includes Stochastic Gradient Boosting
(SGB), General Algebraic Modelling System
(GAMS), Latent Dirichlet Allocation (LDA), and
Regularised Greedy Forest (RGF). This approach
improves predictive accuracy, feature selection, and

complex data modelling, resulting in better
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healthcare  analytics  decision-making. By
integrating cloud computing, the concept ensures
scalability, efficiency, and increased healthcare
insights, allowing for precise medical diagnoses and
patient care management.

Kadiyala and Kaur (2022) [36] develop a framework
for dynamic load balancing and safe loT data
sharing that combines Infinite Gaussian Mixture
Models (IGMM) and PLONK Zero-Knowledge
Proofs. IGMM efficiently distributes network loads,
hence improving scalability and performance.
PLONK improves security by enabling privacy-
preserving data verification without disclosing
sensitive information. This technique improves safe
IoT communications by reducing latency and
security concerns while allowing for optimal
resource allocation in large-scale 10T ecosystems.
3. METHODOLOGY

In order to improve Al-powered resume
classification for job candidate matching, this study
combines blockchain technology, Natural Language
Processing (NLP), and semantic matching
algorithms. Resume material is processed and
comprehended by NLP, which then extracts
important information for semantic analysis. In
order to ensure accurate matching, semantic
matching algorithms assess how well candidate

profiles and job descriptions match. Blockchain

Where Tokenize is the process of splitting the
resume text into tokens. NER (Named Entity
Recognition) extracts relevant entities from the
tokens T, such as skills, qualifications, and work
experience. This structured representation of the
resume helps facilitate the matching process with
job descriptions by making the text data machine-
readable and analyzable.

3.2 Semantic Matching Algorithms

technology protects the information, guaranteeing
candidate credentials' authenticity and transparency.
Creating NLP and semantic models, including
blockchain for verification, and evaluating the
system's performance in enhancing hiring results
using precision and recall metrics are all part of the
technique.

3.1 NLP for Resume Classification

A branch of artificial intelligence called natural
language processing (NLP) studies how computers
and human language interact. NLP approaches are
used to process and organize the unstructured text
data present in resumes in order to classify them.
Tokenization, the first step in the NLP process,
divides the resume text into smaller pieces called
tokens, which might be words, phrases, or sentences.
Part-of-speech tagging, which helps determine the
function of each token in a phrase (e.g., noun, verb,
adjective), comes next. Furthermore, Named Entity
Recognition (NER) is used to extract relevant
entities from the tokens, including dates, locations,
names, and talents. The structured data needed to
match resumes with job descriptions is formed by
these extracted items. Let R represent the resume
text, T represent the tokens generated from R E
represent the extracted entities from T. The process

can be expressed mathematically as:

T = Tokenize(R) @
E = NER(T) )

In order to guarantee that the data taken from
resumes corresponds precisely with job descriptions,
semantic matching techniques are essential.
Understanding the meaning of words and phrases
used in job descriptions and resumes, even if they
are not exact synonyms in terms of syntax or
keywords, is the aim of semantic matching. Word
embeddings, which transform words or phrases into

high-dimensional vectors that capture their meaning
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in context, are used to do this. The cosine similarity,
which measures how near two vectors are in the
semantic space, is frequently used by these
algorithms to calculate the similarity between the
resume and job description vectors. The resume's

relevance to the job description increases with the

vectors' proximity. Let V. be the vector
representation of the resume text. V; be the vector
representation of the job description. The similarity
between the resume and job description vectors can

be computed using cosine similarity:

Similarity (%}, V;) = cos™! ( ViV ) 3

Where denotes the dot product of the vectors V. and
V;. IVl and ||V;| represent the magnitudes (lengths)
of the vectors V. and V;, respectively. The result of
the cosine similarity function gives a value between
0 and 1, where a higher value indicates a stronger
match. This similarity score helps rank resumes
based on how well they match the job description,
allowing for more accurate candidate selection.

3.3 Blockchain for Verification

Blockchain technology is crucial for protecting job
applicant data and guaranteeing the veracity of the
information submitted. Blockchain technology
offers a safe, transparent, and unchangeable ledger

for storing important information about candidates,

This means the candidate's credentials C are hashed
using the function H, and the resulting hash is stored

in the blockchain. For verification, the hash of the

If the hashes match, the credentials C’ are verified as
authentic. Blockchain ensures that once credentials

are verified, they cannot be altered or tampered with,

v lifv i
including credentials, previous jobs, and certificates.
A cryptographic hash function is used to generate a
hash of the candidate credentials, which is then
stored on the blockchain as part of the verification
process. An employer can hash a candidate's
credentials once more and compare it with the hash
that has been kept if they wish to confirm the
candidate's credentials. The credentials are
confirmed as authentic and unaltered if the hashes
match. Let C represent the candidate's credentials
(such as educational qualifications, past
employment, etc.). H be a hash function. B be the
blockchain-stored hash. The verification process can

be expressed as:

B =H(C) (4)
provided credentials C' is compared with the stored
hash:

H(C') =B ()
providing an additional layer of trust in the

recruitment process.

Algorithm 1: Algorithm for ResumeClassification

Input: Resume Data (R), Job Descriptions (JD), Blockchain Data (B)

Output: Verified and Matched Candidates (VMC)
BEGIN
FOR each resume ((R) (1)) inR

Extract Entities ((T) (2)) using NLP techniques

Convert (E (2)) to Vector (V_{ (R) (1) })
END FOR
FOR each job description (JD_j) in JD
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Convert (JD_j) to Vector (V. (3) )
END FOR
FOReach (V. (3))inV,.

FOR each (V;(3)) inV;

Calculate Similarity Score (S (2)) = text {Similarity} (( V- (3)), (V- (3)))

IF (S {(2)}) exceeds threshold THEN
Verify (E (1)) using Blockchain (B)

IF verification successful THEN

Add (R (1)) to Verified and Matched Candidates (VMC)

ELSE
Add (R (1)) to Error List (EL)
END IF
ELSE
Add (R (1) to Error List (EL)
END IF
END FOR
END FOR
RETURN Verified and Matched Candidates (VMC)
END

Resumes, job descriptions, and blockchain data are
the first inputs Algorithm 1 receives. NLP
approaches are used to process the resumes in order
to extract important things like work experience,
qualifications, and talents. These items are then
transformed into vector representations. Semantic
matching methods are used to compute similarity
scores between these vectors and the vectors of job

descriptions. A predetermined similarity criterion is

used to select resumes for additional verification.
The validity and immutability of the data are then
guaranteed by employing blockchain technology to
validate the candidate credentials. The end result is
a list of applicants whose resumes match the job
description semantically and whose qualifications
have been validated by blockchain, preparing them

for the following stages of the hiring process.
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Figurel: Architectural diagram for Advancing Al-Powered Resume Classification

3.4 PERFORMANCE METRIC

The performance matrix for an Al-driven resume
categorisation system employing NLP, semantic
matching algorithms, and Blockchain assesses
Accuracy, Precision, Recall, F1-Score, and Data
Integrity. Accuracy evaluates the system's capacity
to accurately classify resumes. Precision signifies
the pertinence in aligning with job specifications.
Recall evaluates its capacity to find appropriate

efficacy and reliability in recruitment procedures.

candidates from all pertinent options. The F1-Score
equilibrates Precision and Recall, guaranteeing
uniform performance. Blockchain enhances data
integrity and security, protecting sensitive candidate
information and ensuring openness in decision-
making. Semantic matching methods augment the
pertinence of candidate-job alignment, hence

enhancing the system's overall

Table 1: Performance Metrics Table for Recruitment Methods

Methodology | Accuracy (%) | Precision (%) Recall (%) F1-Score (%) Processing
Time (Ms)

NLP for 89.5 88.2 87.8 88.0 100
Resume

Classification

Semantic 92.7 91.5 91.0 91.3 150
Matching

Algorithms

Blockchain for 99.8 99.0 99.5 99.2 300
Verification
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Proposed Model 96.3 95.0
(NLP +
Semantic

Matching +

Blockchain)

95.8 95.4 200

The tablel illustrates the efficacy of distinct
methodologies—NLP, semantic matching, and
blockchain verification—in relation to the proposed
integrated model. Metrics including accuracy,
precision, recall, Fl-score, and processing time
illustrate the advantages of each strategy. The
suggested model attains enhanced performance by
integrating the precision of NLP, the contextual
comprehension of semantic matching, and the
security of blockchain verification. This connection
guarantees an efficient, precise, and transparent
recruitment process, enhancing candidate-job
alignment while preserving data security and
efficacy.

4. RESULT AND DISCUSSION

The suggested technique greatly improves Al-

blockchain  technology,  Natural  Language
Processing (NLP), and semantic matching. The
model  outperforms  traditional  recruitment
techniques with 96.3% accuracy, 95.0% precision,
and 95.8% recall. Blockchain guarantees credential
authenticity, NLP enhances applicant data
extraction, and semantic matching increases job
compatibility. This hybrid strategy improves
security, shortens the hiring period, and makes
candidate-job  matching more relevant than
traditional models. The outcomes demonstrate how
well the model reduces human bias, increases the
effectiveness of hiring, and protects applicant data.

For scalable deployment, future studies should
investigate real-time blockchain validation and deep

learning improvements.

powered resume categorisation by combining

Table 2 Comparison Table for NLP and Semantic Matching Algorithms with Blockchain: Advancing Al-

Powered Resume Classification for Enhanced Job Candidate Matching

Methodology Accuracy Precision Recall (%) F1-Score Efficiency Security (%)

(%) (%) (%) (%)

Deshmukh & 90.2 89.8 88.5 89.1 86 82
Raut (2024):
BERT-Based

NLP Screening

Aleisa et al. 84.0 83.5 82.7 83.1 88 80

(2023): AIRM

Al Recruiting
Model
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Martinez- 88.5 87.6

Manzanares

et al. (2024):
Expert Job

Matching

87.3

87.4 85 83

Zhou et al. 92.4 91.7
(2024): Neural
Network for

ERP Hiring

91.2

91.5 90 84

Proposed 96.3 95.0
Model (NLP +
Semantic
Matching +

Blockchain)

95.8

95.4 93 99

The table 2 assesses Al and NLP-driven recruitment
methods, encompassing semantic matching and
blockchain-augmented systems. Metrics including
accuracy, precision, recall, F1-score, efficiency, and
security elucidate the advantages and drawbacks of

each methodology. The suggested approach, which

blockchain technology, demonstrates enhanced
performance in accuracy, security, and efficiency,
effectively tackling issues related to candidate-job
alignment and data integrity. This solution exceeds
by
technology for improved recruitment results and

conventional  approaches utilising  new

incorporates NLP, semantic matching, and secure data management.

o 150

gloo

: = QI Il il el i
0

a Accuracy  Precision Recall (%) F1-Score Efficiency Security (%)

(%) (%) (%) (%)
Metrics

m Deshmukh & Raut (2024): BERT-Based NLP Screening

m Aleisa et al. (2023): AIRM Al Recruiting Model
Martinez-Manzanares et al. (2024): Expert Job Matching
Zhou et al. (2024): Neural Network for ERP Hiring

m Proposed Model (NLP + Semantic Matching + Blockchain)

Figure 2: Performance Comparison of Al-Driven Recruitment Models
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The figure2 compares the performance metrics of
many Al-driven recruitment models, encompassing
BERT-based NLP Screening, AIRM Recruiting
Model, Expert Job Matching, Neural Network for
ERP Hiring, and the proposed model that
amalgamates NLP, Semantic Matching, and
Blockchain. Metrics like as accuracy, precision,
recall, F1-score, efficiency, and security elucidate
the strengths and drawbacks of each model. The
suggested model exhibits superior performance
across all criteria, highlighting its efficacy in
improving recruitment processes. The incorporation
of sophisticated technology guarantees exceptional
accuracy, secure data handling, and effective
candidate-job matching, exceeding both classic and
modern Al methodologies. This highlights its
significance in enhancing recruitment results.

5. CONCLUSION

The integration of NLP, semantic matching
algorithms, and blockchain technology transforms
resume classification and job candidate matching.
NLP facilitates the effective processing of
unstructured resume data, while semantic matching
algorithms  offer  context-sensitive  alignment
between candidates and jobs, exceeding
conventional keyword-based approaches.
Blockchain improves the security and transparency
of candidate qualifications, deterring fake
submissions. Collectively, these tools optimise
recruiting, mitigate human biases, and enhance
hiring precision. This sophisticated method provides
organisations with a dependable, quick, and safe
recruitment procedure, guaranteeing optimal
candidate-role alignment. Future developments in
Al and blockchain may enhance and broaden
existing systems, promoting innovation in human
resource management.
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