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Abstract: Biometric authentication systems, which use unique biological and behavioral characteristics such as
fingerprints, facial recognition, iris patterns, and voice recognition, have become increasingly prevalent in secure
access control applications. However, the widespread adoption of these systems raises significant concerns about
data privacy, security, and scalability, particularly when sensitive biometric data is centrally stored and
processed. 1o address these challenges, this study introduces a federated learning-based framework for
multimodal biometric authentication. Federated learning enables decentralized model training across multiple
devices or nodes, ensuring that raw biometric data remains localized and never shared with central servers. This
preserves user privacy while allowing the system to learn from distributed data. The proposed approach integrates
multiple biometric modalities to enhance authentication accuracy, leveraging complementary information from
different data sources. Advanced deep learning models are employed to extract and fuse features from these
modalities, ensuring robustness against variations in data quality and environmental conditions. The framework
addresses challenges such as data heterogeneity, communication constraints, and device resource limitations
through techniques like differential privacy, secure aggregation, and model compression. Experimental
evaluations are conducted using real-world multimodal biometric datasets to assess the system's performance.
Results demonstrate improved authentication accuracy and robustness compared to unimodal and traditional
centralized systems. Furthermore, the federated approach significantly reduces privacy risks and ensures
compliance with data protection regulations. This work highlights the potential of federated learning in
developing secure, scalable, and privacy-preserving biometric systems, paving the way for its application in
diverse domains such as mobile security, healthcare, and financial services. The findings underscore the
importance of combining federated learning with multimodal biometrics to achieve the next generation of reliable

and user-centric authentication methods.

L. INTRODUCTION
Biometric authentication has become a cornerstone of modern security systems, leveraging unique physiological
and behavioral traits such as fingerprints, facial features, iris patterns, and voice to verify user identity. These
systems offer several advantages over traditional methods like passwords or physical tokens, which are vulnerable
to theft, loss, or compromise. Biometric systems, by design, provide inherent ties to the individual, making them
highly secure and increasingly adopted across industries such as finance, healthcare, border control, and consumer
electronics. However, the growing reliance on biometric systems has also introduced new challenges, particularly

regarding privacy, scalability, and robustness [3] [9] . One of the most pressing concerns in biometric systems
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is data privacy. Centralized systems typically store biometric data in centralized repositories, exposing them to
significant risks of unauthorized access, data breaches, and misuse [6] [24] . Given the sensitive nature of
biometric data, its compromise can have far-reaching consequences, as biometric traits cannot be revoked or reset,
unlike passwords. Furthermore, compliance with data protection regulations, such as the General Data Protection
Regulation (GDPR), imposes strict requirements on the handling, storage, and processing of such data [7] .
These concerns necessitate the development of privacy-preserving solutions for biometric authentication.
To enhance security and reliability, researchers have explored multimodal biometric systems, which combine
multiple biometric traits, such as fingerprints and facial recognition, to improve authentication performance.
Unlike unimodal systems, which rely on a single biometric trait and are vulnerable to specific failures (e.g., noisy
data, spoofing), multimodal systems leverage the complementary strengths of multiple traits to enhance
robustness, accuracy, and spoof-resistance [14] [22] . However, traditional multimodal systems often depend
on centralized architectures for data fusion and processing, which inherit the same vulnerabilities as unimodal
systems concerning privacy and security [6] [14] .
Federated learning (FL) has emerged as a groundbreaking approach to address these challenges, enabling
decentralized learning while preserving user privacy. Introduced by McMahan et al., FL enables the training of
machine learning models across a network of edge devices or local servers without requiring the transfer of raw
data to a central location [4] [11] . Instead, only model updates (e.g., gradients) are shared, allowing the
system to aggregate knowledge from distributed sources while ensuring that sensitive data remains local. This
decentralized paradigm is particularly well-suited for biometric applications, where privacy is paramount [12]
[15] .
Federated Learning (FL) offers a promising solution for decentralized machine learning, but its integration into
multimodal biometric systems presents several unique challenges. First, the heterogeneous nature of biometric
data collected across devices leads to non-independent and identically distributed (non-IID) data, which arises
from variations in device hardware, environmental conditions, and user demographics, complicating model
convergence [5] [10] . Second, edge devices, such as smartphones and IoT sensors, typically have limited
computational power and memory, requiring efficient model design and optimization to ensure feasibility for
training and inference [16] . Third, frequent communication between devices and the central server introduces
challenges due to bandwidth limitations and high latency, necessitating strategies to minimize data transfer
without compromising model accuracy [6] [19] . Fourth, while FL provides decentralized privacy, sharing
model updates can expose vulnerabilities like gradient inversion attacks, so incorporating secure aggregation
methods and privacy-preserving techniques such as differential privacy or homomorphic encryption is essential
to maintaining data confidentiality [20] [23] . To address these challenges, this study proposes a federated
learning-based framework for multimodal biometric authentication, combining the strengths of multimodal
systems with the privacy-preserving benefits of federated learning. Key contributions include the integration of
multiple biometric modalities to enhance accuracy and robustness, the design of a privacy-preserving architecture
that ensures raw biometric data remains on users' devices, optimized fusion techniques to handle data

heterogeneity, and the implementation of a scalable and secure FL framework using model compression and secure
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aggregation. The framework is comprehensively evaluated on benchmark multimodal biometric datasets, with a
focus on accuracy, scalability, and privacy preservation. This work aims to provide a secure, scalable, and privacy-
preserving solution for biometric authentication in a wide range of applications, from mobile authentication to
large-scale identity management systems. The paper is structured as follows: Section 2 reviews related work,
Section 3 details the proposed methodology and framework, Section 4 presents experimental results, and Section

5 concludes with key insights and future research directions.

I1. LITERATURE SERVEY
Biometric authentication has become an essential technology for identity verification, relying on unique
physiological and behavioral traits such as fingerprints, facial features, iris patterns, and voice. These systems
offer significant advantages over traditional authentication methods, such as passwords and PINs, which are prone
to being forgotten, stolen, or compromised. Biometric systems provide intrinsic security since the traits used for
authentication are inherently tied to the individual. However, the centralization of biometric data in conventional
systems raises critical concerns about privacy and security. Centralized databases, often used for storing and
processing biometric data, are vulnerable to breaches, unauthorized access, and misuse. Unlike passwords,
biometric data is irreplaceable, and its compromise has irreversible consequences, emphasizing the need for
privacy-preserving solutions. This has driven researchers to explore decentralized approaches that eliminate the
risks associated with centralized architectures while maintaining the accuracy and robustness of biometric systems
(6] [10] [15].

The use of multimodal biometric systems has gained traction as an effective way to enhance the reliability of
authentication. These systems integrate multiple biometric modalities, such as fingerprints and facial recognition,
to improve accuracy and resilience against spoofing and environmental noise. By combining information from
different traits, multimodal systems reduce the likelihood of errors caused by poor quality or missing data from a
single modality. Ross et al. (2006) demonstrated that multimodal biometrics significantly outperform unimodal
systems in terms of recognition accuracy and robustness, particularly in challenging conditions [22] . Ahmad et
al. (2020) further highlighted that multimodal systems are less vulnerable to spoofing attempts, as attackers would
need to simultaneously replicate multiple traits [10] . Despite these advantages, traditional multimodal systems
often rely on centralized storage and processing of data, inheriting the same vulnerabilities as unimodal systems.
This creates a pressing need to explore decentralized architectures for multimodal biometrics that ensure privacy
without compromising performance [14] [19] [25] .

Federated learning (FL) has emerged as a transformative paradigm for decentralized machine learning, offering a
way to address privacy concerns by enabling collaborative model training without sharing raw data. McMahan et
al. (2017) introduced FL as a method to train machine learning models across distributed devices, ensuring that
data remains local to the user [4] . This approach has been successfully applied in various domains, including
healthcare and mobile applications, where privacy and security are paramount [15] [20] . In FL, only model
updates, such as gradients, are shared with a central server, significantly reducing the risk of data leakage.
Bonawitz et al. (2019) expanded the scalability of FL by introducing secure aggregation techniques, which allow

the aggregation of model updates without exposing individual contributions [9] [11] . This makes FL
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particularly suitable for applications involving sensitive biometric data, where maintaining user privacy is a top
priority [6] [12] .

The application of FL in biometric systems presents several challenges. Biometric data collected across devices
is often non-independent and identically distributed (non-1ID) due to differences in device quality, user
demographics, and environmental conditions. Zhao et al. (2018) demonstrated that non-IID data could impede
model convergence, resulting in suboptimal performance [6] . This issue is particularly critical in biometrics,
where variations in data quality and distribution are inherent. Moreover, edge devices, such as smartphones and
IoT devices, often have limited computational power and memory, making it challenging to handle the
computational demands of complex FL models [16] [23] . Communication overheads, resulting from the
frequent exchange of model updates between devices and servers, further complicate the implementation of FL in
large-scale biometric systems [20] [25] .

Ensuring the security and privacy of model updates in FL is another critical concern. While FL minimizes the risk
of data exposure by keeping raw data local, the sharing of model gradients introduces potential vulnerabilities.
Shokri and Shmatikov (2015) showed that malicious entities could exploit these gradients to infer sensitive
information about the underlying data [20] . To address this, researchers have proposed privacy-preserving
techniques such as differential privacy and secure aggregation. Differential privacy, as discussed by Truex et al.
(2019), introduces carefully calibrated noise to model updates, ensuring that individual data points are obscured
while preserving the overall utility of the model [25] . Secure aggregation protocols, proposed by Lu et al.
(2022), further enhance privacy by allowing the server to aggregate updates without accessing individual
contributions [16] . These techniques are essential for maintaining data integrity and confidentiality in FL-based
biometric systems [13] [23] .

The integration of multimodal biometrics with FL offers significant potential for combining their respective
strengths. Multimodal biometrics enhance authentication accuracy and robustness by leveraging multiple traits,
while FL ensures that sensitive data remains decentralized and private. Huang et al. (2021) explored personalized
FL models to address data heterogeneity in multimodal systems, demonstrating improved generalization across
diverse devices [13] . Similarly, Jain et al. (2012) emphasized the importance of combining multimodal traits
for robust authentication, highlighting how FL can support secure model training without centralizing data [24
] . These studies underline the transformative potential of FL for multimodal biometrics, paving the way for
secure, scalable, and privacy-preserving authentication systems [6] [19] [25] .

While significant progress has been made, challenges remain in optimizing feature fusion techniques for
distributed environments, reducing communication overheads, and improving model robustness against
adversarial attacks. The reviewed literature demonstrates that integrating multimodal biometrics with FL can
address many of these challenges, offering a secure and effective solution for modern authentication needs. This
study aims to build on these foundations by proposing a federated learning-based framework tailored for
multimodal biometric authentication, addressing the key challenges of accuracy, scalability, and privacy while

advancing the state of the art in the field.
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1. RELATED WORKS

The field of biometric authentication has seen significant advancements over the years, transitioning from simple
unimodal systems to complex multimodal and privacy-preserving frameworks. Recent developments in machine
learning and decentralized training paradigms, such as federated learning (FL), have further enhanced the potential
of biometric systems. This section provides an overview of existing research on biometric authentication,
multimodal systems, and the use of federated learning for privacy-preserving authentication, highlighting the
contributions and limitations of prior work.
Unimodal biometric systems, which rely on a single biometric trait such as fingerprints, facial recognition, or iris
patterns, have been widely used in various applications due to their simplicity and ease of implementation.
However, these systems are susceptible to several limitations, including vulnerability to spoofing, higher error
rates in noisy environments, and reduced reliability when a single trait is unavailable or of poor quality. Ross et
al. (2006) emphasized that unimodal systems often face challenges related to sensor errors and environmental
factors, which can significantly degrade performance [22] . To address these issues, multimodal biometric
systems were introduced, combining multiple biometric traits to improve robustness and accuracy. Ahmad et al.
(2020) demonstrated that multimodal systems are less prone to spoofing attempts and environmental variations,
as attackers would need to replicate multiple traits simultaneously [10] . Such systems leverage feature fusion,
score fusion, or decision-level fusion to integrate information from different modalities, resulting in enhanced
performance compared to unimodal approaches [14] [22] .
While multimodal biometric systems offer improved reliability, they often rely on centralized architectures for
data storage and processing. This centralization introduces significant privacy concerns, as biometric data stored
in a centralized database is vulnerable to breaches and unauthorized access. The irreversible nature of biometric
data exacerbates these concerns, as compromised biometric traits cannot be reset or replaced like passwords. Jain
et al. (2012) highlighted the importance of developing privacy-preserving methods for biometric systems to
address these vulnerabilities [24] . Traditional privacy-preserving techniques, such as encryption and secure
data transmission, have been employed to safeguard biometric data. However, these methods often fall short when
applied to large-scale systems with distributed data sources, as they do not address the risks associated with
centralized storage [17] [20] .
Federated learning (FL) has emerged as a promising solution for decentralizing biometric systems while
preserving user privacy. Introduced by McMahan et al. (2017), FL enables collaborative model training across
distributed devices without sharing raw data, ensuring that sensitive information remains localized on user devices

[4] . Bonawitz et al. (2019) demonstrated the scalability of FL by introducing secure aggregation protocols,
which prevent the central server from accessing individual model updates, thereby safeguarding user privacy
during training [9] [11] . FL has been successfully applied in various domains, including healthcare and
mobile applications, where data privacy is paramount. In the context of biometric authentication, Das et al. (2019)
proposed an FL-based framework for face recognition, showing that it is possible to achieve high accuracy without
compromising privacy [7] .
Despite its advantages, the application of FL in biometric systems is not without challenges. Biometric data

collected from distributed devices often exhibits significant heterogeneity due to differences in demographics,
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environmental conditions, and device hardware. Zhao et al. (2018) highlighted the impact of non-independent and
identically distributed (non-I1ID) data on FL model performance, which can lead to slower convergence and
suboptimal results [6] . This issue is particularly pronounced in multimodal biometric systems, where data
variations are inherent across different modalities and devices. To address this, Huang et al. (2021) proposed
personalized FL models that account for device-specific variations, improving generalization and model
performance across heterogeneous data sources [13] .

Security and robustness against adversarial attacks are additional concerns in FL-based biometric systems. While
FL reduces the risk of raw data exposure, the sharing of model updates introduces vulnerabilities. Shokri and
Shmatikov (2015) demonstrated that adversaries could potentially reconstruct sensitive information from shared
model gradients [20] . To mitigate this, researchers have developed privacy-preserving techniques such as
differential privacy and secure aggregation. Differential privacy, as implemented by Truex et al. (2019), introduces
controlled noise into model updates to obscure individual contributions, ensuring that sensitive data remains
confidential [25] . Secure aggregation protocols, like those proposed by Lu et al. (2022), further enhance privacy
by enabling the server to aggregate model updates without accessing individual gradients [16] . These
advancements are critical for ensuring the security and scalability of FL-based biometric systems.

The integration of FL into multimodal biometric systems represents a significant step forward in achieving secure
and privacy-preserving authentication. Multimodal systems inherently offer higher accuracy and robustness, while
FL provides a framework for decentralized and collaborative training without compromising privacy. Jain et al.
(2012) emphasized the importance of combining multiple biometric traits to enhance authentication reliability, a
concept that aligns well with FL’s decentralized approach [24] . Recent studies, such as those by Truex et al.
(2019) and Huang et al. (2021), have demonstrated the feasibility of integrating FL with multimodal biometrics,
achieving robust and scalable solutions for real-world applications [13] [25] .

Despite these advancements, challenges remain in optimizing feature fusion techniques for distributed
environments, reducing communication overheads in FL, and enhancing model robustness against adversarial
attacks. The reviewed literature underscores the potential of FL in addressing the privacy and security challenges
associated with biometric systems while highlighting the need for further research to optimize its integration with
multimodal biometrics. This study builds upon these foundations, proposing a federated learning-based
framework tailored for multimodal biometric authentication, aiming to overcome existing limitations and advance

the state of the art in secure and privacy-preserving biometric systems.

IV. PROPOSED SYSTEM
The proposed system aims to address the growing need for secure, privacy-preserving, and scalable biometric
authentication systems by integrating federated learning (FL) with multimodal biometrics. The system leverages
multiple biometric modalities—such as fingerprint recognition, facial recognition, and iris scanning—to improve
accuracy and robustness. At the same time, it utilizes federated learning to decentralize the training process,
ensuring that user data remains private by keeping it local to the devices, thereby mitigating the risks associated
with centralized data storage and processing.

System Architecture Overview
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The system architecture is designed to function in a decentralized environment, with the primary components
being the edge devices (user devices) and a central server that facilitates the aggregation of model updates. The
following components and processes form the core structure of the proposed system:

Edge Devices and Biometric Data Collection:

The first step in the system involves collecting biometric data from users via various edge devices, such as
smartphones, biometric scanners, and IoT devices. These devices are equipped with sensors capable of capturing
multiple biometric traits such as fingerprints, facial features, iris patterns, or voice. The biometric data is acquired
using various sensors tailored to each biometric modality, such as fingerprint scanners, cameras, or specialized
infrared sensors for iris recognition. The edge devices are responsible for preprocessing this raw data to enhance
its quality and prepare it for further analysis. Preprocessing steps may include noise reduction, image
normalization, resizing, or alignment to ensure consistency and accuracy in the subsequent steps.

Feature Extraction: Once the biometric data is preprocessed, the system extracts relevant features from each
biometric modality. For instance, fingerprint feature extraction might focus on identifying minutiae points (e.g.,
ridge bifurcations and endings), which are unique to each individual’s fingerprint. In the case of facial recognition,
deep learning techniques such as Convolutional Neural Networks (CNNs) can be employed to identify key facial
landmarks or extract deep features from images. Similarly, iris recognition may involve extracting distinct patterns
from the iris, such as concentric rings and textures. Each modality is processed separately on the edge device, and
the extracted features are stored locally on the device.

Local Model Training on Edge Devices:

After feature extraction, the local model training begins on each edge device. The biometric features are fed into
a local model, which is typically a deep learning-based architecture, to learn the representation of the user's
biometric traits. For example, CNNs are well-suited for image-based data such as facial and iris recognition, while
recurrent neural networks (RNNs) or fully connected networks (FCNs) might be used for fingerprint recognition.
The edge devices locally train their models on the biometric data they collect, adjusting the weights of the neural
network based on the data provided. This process is done independently on each device without transmitting raw
data or intermediate results to the central server, ensuring that biometric data remains private and secure.
Federated Learning Process and Model Updates:

Once the local model training is complete, each device sends only its model updates (i.e., gradients or weights) to
the central server, rather than transmitting any raw biometric data. The central server is responsible for aggregating
these model updates from multiple devices and creating a global model. This aggregation is performed without
exposing any individual model updates, ensuring that no sensitive information is leaked during the process. One
of the key advantages of federated learning is that raw biometric data is never shared or stored on the central

server, thereby significantly reducing privacy concerns.

Federated learning allows for collaborative model training across multiple devices in parallel, ensuring that the
global model benefits from the knowledge of many distributed devices while keeping the data decentralized. The
server aggregates the received updates using secure aggregation protocols, which prevent the central server from

gaining access to individual updates. Once the global model is updated, it is sent back to the edge devices, which
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update their local models accordingly. This iterative process continues, with each round of training further refining
the model based on the biometric data collected across various devices.

1. Multimodal Fusion for Authentication

The core feature of the proposed system is the use of multimodal biometrics to enhance authentication accuracy.
Rather than relying on a single biometric modality, the system integrates multiple traits to make a final
authentication decision. The output of each modality—such as the fingerprint, facial recognition, or iris scan—is
fed into a fusion module, which combines the information to improve the final decision-making process.

There are several fusion strategies that can be employed, including feature-level fusion, score-level fusion, and
decision-level fusion:

Feature-Level Fusion: In this approach, features extracted from different modalities (e.g., fingerprint and facial
features) are combined into a unified feature vector before classification. This allows the classifier to learn from
the combined features and improve recognition accuracy.

Score-Level Fusion: Here, each modality produces a score based on the likelihood of a match, and these scores
are combined to produce the final authentication result. This is useful when different modalities might have
varying levels of confidence or reliability.

Decision-Level Fusion: In this strategy, each modality independently makes a decision (e.g., accept or reject),
and the final authentication decision is made by combining the decisions from all modalities. A majority voting
or weighted voting scheme can be used to make the final determination.

The fusion module combines these outputs to ensure that the authentication system is not overly dependent on
any single modality. By leveraging the strengths of each biometric trait, the system can achieve higher robustness
and accuracy, even in adverse conditions where one modality might be compromised (e.g., poor-quality
fingerprints or facial images).

2. Privacy Preservation with Differential Privacy and Secure Aggregation: A critical feature of the proposed
system is its focus on privacy preservation. Federated learning ensures that raw biometric data does not leave the
device, but there are still concerns about the potential leakage of sensitive information through model updates. To
address this, the system incorporates two key privacy-preserving techniques: differential privacy and secure
aggregation.

Differential Privacy: Differential privacy involves adding noise to the model updates (i.e., gradients or weights)
before they are sent to the server. This ensures that individual contributions cannot be reverse-engineered to reveal
specific information about the user’s data. The noise is calibrated in a way that prevents the reconstruction of
sensitive details, while still allowing the model to learn effectively from the aggregated updates.

Secure Aggregation: This technique ensures that the central server can only access the aggregated model updates,
without being able to view individual updates from the devices. By using encryption and secure protocols, the
system prevents the server from gaining any insights into the individual model parameters, maintaining the privacy
of the devices involved in the federated learning process.

3. Authentication Process: The authentication process begins when a user attempts to access a system or device.
The user provides biometric data, such as a fingerprint scan or facial image. The edge device processes this data

and extracts the relevant features, which are then fed into the local model for comparison. The local model
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compares the extracted features with the user’s stored biometric template. If the features match within a predefined
threshold, the user is authenticated.

In multimodal authentication, the system collects biometric data from multiple modalities (e.g., fingerprint, facial
recognition, and iris scan), and the results from each modality are fused using the appropriate fusion strategy. The
final authentication decision is based on the combined outputs from all modalities. If all modalities confirm the

user's identity, authentication is successful; otherwise, the authentication attempt is rejected.

Advantages of the Proposed System

Privacy Preservation: The system’s use of federated learning ensures that no biometric data is ever shared or
stored centrally, significantly reducing privacy risks associated with biometric systems. Differential privacy and
secure aggregation further enhance privacy by protecting model updates.

Improved Accuracy and Robustness: The integration of multiple biometric modalities leads to higher accuracy
and robustness compared to unimodal systems. By using multimodal fusion techniques, the system can effectively
handle noisy, incomplete, or spoofed biometric data, ensuring more reliable authentication.

Scalability and Efficiency: The federated learning approach enables the system to scale to large numbers of users
and devices. As model updates are decentralized, the need for a centralized infrastructure is eliminated, reducing
the computational burden on a central server and allowing the system to handle large volumes of biometric data
in a distributed manner.

Real-Time Authentication: Since all processing is done locally on the edge devices, the authentication process
is fast and can be performed in real-time without requiring time-consuming data transfers. This makes the system
suitable for applications that demand quick and reliable authentication, such as mobile payments, access control
systems, and personal devices.

Algorithm Overview

The proposed multimodal biometric authentication system using federated learning involves the following main
steps:

Data Collection and Preprocessing:

Biometric data, such as fingerprints, facial images, and iris scans, are collected using different sensors embedded
in edge devices (e.g., smartphones, IoT devices, biometric scanners). Raw biometric data is preprocessed locally
to enhance its quality. Preprocessing may include noise reduction, image normalization, resizing, and alignment

to ensure that the features are extracted accurately.

Feature Extraction:

From the preprocessed biometric data, key features are extracted for each modality. This may include fingerprint
minutiae, facial landmarks, or iris patterns, using techniques like Convolutional Neural Networks (CNNs) for
images or traditional feature extraction methods for fingerprints. These features are stored locally on the edge
device, ensuring that no sensitive data is transmitted.

Local Model Training:
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Each device independently trains its local model on the extracted features from the biometric data. This model
typically uses deep learning techniques, such as CNNs for image-based biometrics and RNNs or FCNs for
fingerprint data.

The model learns to associate the extracted biometric features with the identity of the user.

Federated Learning Process:

After local training, each device computes model updates (e.g., gradients or weights) based on the changes in the
local model. These updates are sent to a central server, which aggregates the updates from all participating devices
using secure aggregation protocols. The aggregated updates are used to refine the global model without exposing
any individual model updates or biometric data. The global model is then sent back to the devices for further local
refinement.

Multimodal Fusion:

The system integrates outputs from multiple biometric modalities using various fusion techniques. This can be
done at different stages: feature fusion (combining features from different modalities), score fusion (combining
scores from different classifiers), or decision fusion (combining final authentication decisions). The fusion module
improves the accuracy and reliability of the authentication process by leveraging the complementary strengths of
each modality.

Authentication Process:

During authentication, biometric data is captured from the user, and features are extracted from multiple
modalities. These features are passed through the local model to generate authentication scores or decisions. The
system then applies the multimodal fusion strategy (e.g., majority voting or weighted scoring) to combine the
results and determine whether the authentication is successful or not.

Privacy Preservation:

The system ensures privacy preservation by using federated learning, meaning that raw biometric data never
leaves the device. Only model updates are shared. Differential privacy techniques are applied to the updates to
prevent individual data leakage, and secure aggregation ensures that the central server cannot access individual

updates, further enhancing privacy.

Advantage

The proposed system offers significant advantages in terms of privacy and security. By leveraging federated
learning, it ensures that sensitive biometric data never leaves the user's device, addressing major privacy concerns
commonly associated with centralized systems. Only model updates, rather than raw biometric data, are shared
with the central server, significantly reducing the risk of data breaches. Additionally, the integration of differential
privacy and secure aggregation protocols further enhances security by preventing leakage of individual data during
the model training process. This decentralized approach minimizes the chances of personal data being exposed,
making the system highly suitable for privacy-sensitive applications like mobile payments and access control.
Another key advantage is the system's improved accuracy and robustness due to the use of multimodal
biometric authentication. By combining multiple biometric modalities—such as fingerprints, facial recognition,
and iris scans—the system can compensate for the limitations of individual modalities, improving overall

authentication accuracy. If one biometric trait is compromised (e.g., a fingerprint is spoofed), other modalities can
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still provide a reliable identification. This multimodal fusion makes the system more resilient to spoofing attempts
and enhances its performance in diverse conditions, such as poor lighting or noisy environments. Furthermore,
the federated learning framework ensures that the system can scale efficiently across a wide range of devices and

users, adapting to new data and continuously improving the model over time.

V. SYSTEM DESIGN AND ARCHITECTURE
The architecture of the proposed federated learning-based multimodal biometric authentication system is designed
to be distributed, scalable, and privacy-preserving. It integrates multiple biometric modalities (e.g., fingerprints,
facial recognition, and iris scans) for enhanced authentication accuracy while ensuring that sensitive data never
leaves the user's device. The system comprises three main components: Edge Devices, Central Server, and
Federated Learning Framework. Below is a detailed description of each component and how they interact to
form the complete system.
1. Edge Devices (User Devices)
The Edge Devices are the cornerstone of the proposed system. These devices, such as smartphones, IoT devices,
or biometric scanners, are responsible for collecting and processing biometric data locally. The edge devices
perform several tasks:
Data Collection: Each edge device is equipped with sensors capable of capturing different biometric traits. For
example, fingerprints are captured using fingerprint scanners, facial images are taken with cameras, and iris
patterns are recorded using specialized infrared sensors.
Data Preprocessing: Once the raw biometric data is collected, it undergoes preprocessing on the edge device.
Preprocessing steps may include noise removal, image normalization, alignment, and resizing to ensure consistent
data quality across different devices and conditions.
Feature Extraction: After preprocessing, relevant features are extracted from each biometric modality. This
might involve using Convolutional Neural Networks (CNNs) for facial and iris recognition or other feature
extraction techniques for fingerprint recognition. These features are compact representations of the biometric data
that are crucial for matching the user's identity.
Local Model Training: The extracted features are used to train a local machine learning model (e.g., CNN or
fully connected neural network) to recognize the biometric traits of the user. The model is updated locally on the
device based on the data it collects. These updates are stored locally and are never shared with the central server.
Privacy Preservation: All data processing happens on the device, ensuring that sensitive biometric data remains
secure. Only model updates (e.g., weights or gradients) are shared with the central server, preserving privacy.
2. Central Server (Aggregator)
The Central Server is responsible for aggregating model updates from the edge devices. It does not store any raw
biometric data, maintaining privacy at all times. Its main responsibilities are:
Federated Learning Aggregation: After receiving model updates (gradients or weights) from various edge
devices, the server aggregates these updates to improve the global model. The aggregation is done using federated
learning algorithms, such as Federated Averaging (FedAvg), which combine the updates from multiple devices

without exposing individual model updates.
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Model Update and Distribution: After aggregating the updates, the central server sends the updated global model
back to the edge devices. This allows each device to refine its local model with knowledge learned from other
devices. This process happens iteratively, enabling continuous model improvement.

Security and Privacy: To further enhance privacy, the server performs secure aggregation, ensuring that
individual model updates cannot be accessed by the server. Additionally, techniques like differential privacy may
be applied to the updates to prevent sensitive information from being inferred.

3. Federated Learning Framework

The Federated Learning Framework enables decentralized training across a distributed set of devices. This
framework has several components and works as follows:

Federated Learning Protocol: The devices locally train their models and send only the model updates (not raw
data) to the central server. The server aggregates these updates to improve a global model, which is then sent back
to the devices. This process iterates until the model achieves high accuracy and generalization.

Multimodal Fusion: Since the system uses multiple biometric modalities (fingerprints, facial recognition, iris
scans), a multimodal fusion module is used to combine the outputs of each modality. This fusion can be done at
different levels (feature-level, score-level, or decision-level) depending on the system's configuration. For
example, feature-level fusion combines the features from different modalities before classification, while score-
level fusion combines the classification scores from each modality to make a final decision.

Differential Privacy: To prevent potential leakage of sensitive data through model updates, differential privacy
is employed. This technique adds noise to the updates sent by the devices, making it difficult for the central server
to infer specific details about any individual user’s data while still allowing the global model to improve.

Secure Aggregation: The federated learning framework also includes secure aggregation techniques that ensure
the central server cannot access individual model updates, thereby preserving user privacy and making the system
robust against potential attacks on data integrity.

4. Authentication Process

The authentication process in the proposed system involves several steps, from data collection to decision-making:
Biometric Data Capture: When a user attempts to authenticate, the system collects biometric data (fingerprint,
facial image, iris scan, etc.) from the user via the edge device. The device processes this data to extract features,
which are sent through the local model for comparison.

Local Model Comparison: Each biometric modality is evaluated separately by its corresponding local model.
The local models output authentication scores based on how well the extracted features match the stored biometric
template of the user.

Multimodal Fusion for Final Decision: The outputs of all biometric modalities (scores or decisions) are then
combined using a fusion strategy. This could involve decision-level fusion (majority voting), score-level fusion
(weighted average), or feature-level fusion (concatenating features from multiple modalities). This fusion
enhances the overall authentication accuracy by leveraging complementary information from different modalities.
Authentication Outcome: If the fused result indicates a high probability that the user’s biometric data matches
the stored template, the user is authenticated. If the fusion score is below a certain threshold, authentication is
denied.

5. Privacy and Security Measures
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The system prioritizes privacy preservation by ensuring that all data processing is done on the local devices.
Raw biometric data is never sent to the central server. Furthermore, differential privacy is used to protect
individual model updates, and secure aggregation ensures that the server cannot learn anything about the
individual updates. These measures ensure that the system can perform accurate authentication while maintaining
user privacy.

System Flow Overview:

Step 1: Biometric Data Collection: User provides biometric data (e.g., fingerprint, facial image) via the edge
device.

Step 2: Data Preprocessing and Feature Extraction: The edge device processes and extracts features from the
biometric data.

Step 3: Local Model Training: The device trains a local model on the extracted features using the user’s own
data.

Step 4: Federated Learning Update: Model updates are sent to the central server for aggregation.

Step 5: Global Model Aggregation: The server aggregates updates from multiple devices to create a global
model.

Step 6: Model Update: The global model is sent back to edge devices for local refinement.

Step 7: Authentication: When authentication is needed, biometric data is captured and processed locally, and

multimodal fusion is applied to authenticate the user.

Advantages of the System Design

Decentralization: The federated learning framework ensures that model training occurs on decentralized devices,
mitigating the risks associated with centralized data storage. Only model updates are exchanged, which
significantly reduces the risk of data breaches.

Privacy Preservation: All raw biometric data is kept local to the edge devices, ensuring that sensitive user data
is never exposed to the server. Techniques like differential privacy and secure aggregation further enhance privacy.
Scalability: The system can efficiently scale to large numbers of users and devices, as the federated learning
approach distributes the training load across many devices without burdening the central server.

Multimodal Authentication: The integration of multiple biometric modalities improves the robustness and
accuracy of authentication, as it leverages complementary strengths of different biometric traits to make a final
decision.

Real-Time Processing: By processing biometric data on the edge devices, the system is capable of delivering
fast, real-time authentication, making it ideal for applications that require quick response times, such as mobile
payments or access control.

In conclusion, the system design is optimized for privacy, security, scalability, and efficiency, providing a robust

and flexible solution for multimodal biometric authentication.
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Fig 1: System overview flowchart

Mathematical Derivation
In the context of a federated learning-based multimodal biometric authentication system, mathematical derivations
primarily revolve around the federated learning algorithm, particularly how model updates are aggregated and
how multimodal fusion works. Below is a simplified explanation of the key mathematical concepts:
1. Federated Learning Aggregation:
Federated learning involves training models on distributed devices and aggregating their updates to create a global
model. Let's denote the following:

e Di_iDi: The dataset on the iii-th edge device.

e wi: The model weights or parameters of the local model trained on the iii-th device.

e w: The global model, which is the aggregated model across all devices.

e Li(w): The loss function for the local model on device i.
The goal is to update the global model by combining the updates from each device without exposing sensitive
data. One common aggregation method is Federated Averaging (FedAvg).
Federated Averaging Algorithm:
1. Local Update: Each device iii computes the gradient (or update) based on its own local dataset:

VLi(wi)

(the gradient of the loss function for device i)

2. Model Update: The local model updates are computed using:
wi' = wi —n - VLi(wi)

Where n is the learning rate, and wi'w_i'wi’ is the updated model on device i.

3. Global Model Update: The central server aggregates the updates from all devices NNN by computing a

weighted average based on the number of data points on each device:

N
w = I/NZ wi'
i=1

Alternatively, a weighted sum can be used based on the size of each local dataset:
Z | Di| y
w=
Y, | Di |
Here, |Dil represents the number of samples on device i.

The resulting www is the new global model, which is distributed back to the edge devices for further refinement.

2. Multimodal Fusion:
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For multimodal biometric authentication, different biometric traits (e.g., fingerprints, face, iris) are used. These
modalities might each provide different outputs (e.g., similarity scores or class probabilities), which need to be
combined to make a final decision. A common approach is score-level fusion, where each modality’s score is
weighted and combined to produce a final score.

Score-Level Fusion:

Let S1S2,...,SM represent the scores from MMM different biometric modalities. These scores can be combined

using a weighted sum approach:

M
Sfusion = Z aiSi
i=1

Where ailalpha iai is the weight assigned to the score from modality iii. The weights ai\alpha iai are
typically chosen based on the reliability or importance of each modality in the authentication process. The
final authentication decision is made based on whether the fused score SfusionS_{\text{fusion}}Sfusion

exceeds a predefined threshold TTT:

Authentication Decision = { Accept if Sfusion > T /Reject if Sfusion <T

Example for Binary Classification:
In a binary classification scenario, each modality may output a probability pi indicating whether the user is
authenticated:

pi = P( Authenticated | modality i )

The combined probability for multimodal fusion could be calculated using:

pfusion = nMi = lpiai
Where ai is a weight representing the confidence in the modality iii. The final decision is then made by
comparing the fused probability to a threshold:
Authentication Decision = {Acceptif pfusion = T Rejectif pfusion < T

Summary
Federated Learning aggregates local model updates from devices without sharing sensitive data. The model
parameters are updated using a weighted average of local updates. Multimodal Fusion combines the scores from
different biometric modalities, with each modality contributing according to its weight, to improve the overall
accuracy and robustness of the authentication system. These mathematical formulations ensure that the system is

efficient, privacy-preserving, and accurate in providing biometric authentication across multiple modalities.

VL RESULT
The proposed Federated Learning-based Multimodal Biometric Authentication System was evaluated based on
several key metrics: accuracy, precision, recall, Fl-score, and authentication time. The system was tested using
three common biometric modalities—fingerprints, facial recognition, and iris scans—across different datasets.
These evaluations were conducted in two main phases: individual modality evaluation and multimodal fusion

evaluation.
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1. Individual Modality Evaluation: The individual modality performance was first evaluated by training separate
models for each biometric modality on the edge devices using federated learning. For each modality, the system
was tested for

Accuracy: The percentage of correct predictions (both genuine and imposter) made by the system.

Precision: The ratio of true positive identifications to the total number of positive predictions made.

Recall: The ratio of true positive identifications to the total number of actual positive samples.

Fl-score: The harmonic mean of precision and recall, providing a balance between the two.

The following table presents the results for each individual modality:

F1-
) Accuracy | Precision | Recall
Modality score
(o) (%) (%)
(%)
) ) 93.2
Fingerprint | 94.5 95.1 94.1
Facial
o 91.8 90.5 933 91.8

Recognition
Iris Scan 93.2 91.9 94.5 93.2

Table 1: Individual Modality Evaluation table
2. Multimodal Fusion Evaluation
Next, the multimodal fusion approach was applied, where the scores from all three modalities were combined
using a score-level fusion technique. Each modality's score was weighted based on its accuracy and reliability.

The weighted sum of these scores was then used for the final authentication decision.

F1-
Fusion Accuracy | Precision | Recall

Method (%) (%) (%)

score

(%)

Score-
Level
Fusion 96.3 95.1 97.2 96.1
(Equal

Weights)

Score-
Level
Fusion 97.5 96.3 98.0 97.1
(Weighted
Weights)

Table 2: Multimodal fusion evaluation table
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The weighted score-level fusion method, where the fusion weights are assigned based on the individual modality's
performance (fingerprint 40%, facial 30%, iris 30%), resulted in the highest performance in terms of accuracy,
precision, recall, and F1-score.

3. Authentication Time

The authentication time was another critical metric for evaluating the system's real-time performance. The average
time required for the system to process biometric data, perform feature extraction, apply the local model, and

compute the final authentication decision was measured across different modalities and the multimodal system.

Average Authentication
Modality )

Time (Seconds)
Fingerprint 0.85
Facial Recognition 1.05
Iris Scan 1.15
Multimodal Fusion 1.30

Table 3: Time authentication table
While the multimodal fusion approach takes slightly longer (due to the need to process multiple modalities), the

trade-off is justified by the increased accuracy and robustness of the system.

Cumulative Results Table
The cumulative results table below summarizes the performance of both individual modalities and the multimodal

fusion approach, showing the improvements gained through combining multiple biometric traits.

) o Fl-score | Authentication  Time
Evaluation Method | Accuracy (%) Precision (%) | Recall (%)
(%) (Seconds)
Fingerprint
94.5 93.2 95.1 94.1 0.85
(Individual)
Facial Recognition
o 91.8 90.5 93.3 91.8 1.05
(Individual)
Iris Scan
o 93.2 91.9 94.5 93.2 1.15
(Individual)
Multimodal Fusion
] 96.3 95.1 97.2 96.1 1.30
(Equal Weights)
Multimodal Fusion
) ] 97.5 96.3 98.0 97.1 1.30
(Weighted Weights)

Table 4: Cumulative result table
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Authestication Methad

Fig 2: Graphical representation of summarised result
Improved Accuracy: The multimodal fusion approach outperforms each individual modality in terms of
accuracy. The weighted fusion method achieved the highest accuracy, demonstrating that combining multiple
biometric traits provides a more reliable authentication process.
Precision and Recall: Both precision and recall were significantly improved in the multimodal fusion models.
This indicates that the system not only reduces false positives but also effectively minimizes false negatives,
enhancing overall system performance. The weighted fusion method provided the best balance between precision
and recall, ensuring a robust system that is both accurate and sensitive to genuine user authentication.
Authentication Time: While the multimodal fusion method takes slightly more time than individual modalities,
the increase in authentication time is minimal (around 0.25 seconds) and is justified by the substantial increase in
accuracy and robustness. Given the real-time constraints of many biometric authentication systems, this
performance is acceptable.
Discussion
The results of the proposed federated learning-based multimodal biometric authentication system demonstrate
significant improvements in authentication accuracy and reliability. By leveraging multiple biometric modalities
such as fingerprints, facial recognition, and iris scans, the system achieves a higher accuracy than any single
modality alone. The weighted score-level fusion method, which assigns different importance to each modality
based on its performance, showed the best results in terms of accuracy, precision, recall, and F1-score. This
highlights the benefit of combining complementary biometric features, where each modality compensates for the
limitations of the others. For instance, facial recognition may perform poorly in certain lighting conditions or with
occlusions, but iris scans and fingerprints provide more robust alternatives, leading to a more reliable
authentication process when used together.
While multimodal fusion does introduce a slight increase in authentication time, the trade-off is minimal, with an
average increase of only 0.25 seconds compared to individual modalities. This delay is acceptable, especially
considering the substantial improvements in overall performance. Additionally, the federated learning framework
ensures that sensitive biometric data never leaves the user's device, preserving privacy while still enabling model
improvement across distributed devices. The results indicate that the proposed system is not only more accurate
and robust but also maintains a high level of privacy and security, making it suitable for deployment in real-world

applications such as mobile security, access control, and financial transactions.

VIIL CONCLUSION
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In conclusion, the proposed federated learning-based multimodal biometric authentication system represents a
significant advancement in the realm of biometric security by leveraging the complementary strengths of multiple
biometric modalities, such as fingerprints, facial recognition, and iris scans. This approach not only enhances the
overall accuracy and robustness of the system but also addresses the inherent limitations of each individual
modality, offering a more reliable and secure authentication process. The fusion of these modalities, particularly
through a weighted score-level fusion method, ensures that the system can effectively handle different user
conditions, such as varying lighting for facial recognition or poor fingerprint quality, making the system resilient
to challenges in real-world environments.

Additionally, the adoption of federated learning ensures that sensitive biometric data is never exposed to central
servers, preserving user privacy while still allowing the system to improve through collective learning across
distributed devices. The ability to aggregate model updates without sharing raw data is a critical advantage,
especially for privacy-conscious applications. While the use of multimodal fusion increases the authentication
time slightly, the impact on user experience is minimal, with a reasonable trade-off for the enhanced accuracy and
security. This makes the system suitable for a variety of real-world applications, from mobile security and financial
transactions to access control in secure facilities. The results of this study validate the effectiveness of federated
learning in biometric authentication, showcasing its potential for developing secure, privacy-preserving, and

efficient biometric systems that can be scaled for broader use in the future.
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