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Abstract: With the increasing use of smart devices and 

sensors, enormous amounts of data are being generated 

continuously. The data is commonly stored in 

centralized cloud platforms and consumed by different 

services. The data is indeed a valuable resource for 

many service providers who provide advanced features 

and utilities to their subscribers. However, user data 

include personal and sensitive information which can 

be misused in many ways. There is no way for a 

subscriber to confirm that their service provider is 

compliant with data privacy regulations. The existing 

privacy enhancing techniques such as anonymization 

and differential privacy substantially reduce data 

usability while ensuring privacy. Therefore, it remains 

essential to provide a feasible solution that allows 

service providers to take advantage of user data while 

guaranteeing their privacy. In this paper, we present 

PETchain: a novel privacy enhancing technology using 

blockchain and smartcontract. In PETchain, data is 

stored securely in a distributed manner and processed 

in a user-selected trusted execution environment. Users 

deploy the smartcontract that allows them to decide 

whether and how their data can be exploited by service 

providers. The feasibility and performance of PETchain 

are presented by implementing PETchain over a 

consortium Ethereum blockchain. 

 INDEX TERMS Blockchain, Ethereum, Privacy 

Enhancing Technology, Privacy Preservation, 

Smartcontract. 

I. INTRODUCTION  

The rapid development in the fields of IoT, social 

networks, and cloud computing has led to the 

increased generation, storage, and processing of 

personalized data. In this new era of big data, both 

public and private service providers are collecting 

large amounts of data from their users to provide 

them with enhanced services and features. 

However, most of the collected contains private 

and confidential information that can be easily 

abused. Service providers focus on providing 

strong authentication, integrity, and confidentiality 

solutions but generally under-look user’s privacy 

while collecting, storing, and processing their 

personal data [1].  

Once a service provider acquires the data 

it can easily misuse or distribute it without user 

consent. Thus, users must completely trust their 

service providers and have little or no control over 

their data. Furthermore, the users are unable to 

define and implement access control for their data, 

to decide who and when can access their data, and 

how can they process it. The General Data 

Protection Regulation (GDPR)1 came into act on 

25 May 2018 in the European Union. The GDPR 

contains provisions and requirements to protect 

users’ rights related to their data. This includes the 

user’s right to remain informed about their data 

being gathered, processed, and distributed by their 

service provider.  

It also provides the user with the right to 

have their data updated or even deleted forever [2]. 

However, users, for now, do not have any ability to 

check whether their service providers are GDPR 

compliant or not. Users have to completely trust 

their service providers with their data if they wish 

to use their services. Furthermore, if any 

investigation on a privacy breach is conducted, the 

supervisory authority does not have any reliable or 

auditable logs to inspect. Authorities must rely on 

the logs maintained by the service providers 

themselves. 

The major contributions of this paper are 

as follows: 1) A novel privacy enhancing 

technology, "PETchain", that allows service 

providers to utilize user data while guaranteeing 

their privacy. PETchain allows users to securely 

store and maintain their data in IPFS. Data owners 

are given complete control over their data by 

deciding who can access, process, and utilize their 

data. The data is processed in a user-selected 

isolated secure environment, assuring the 

confidentiality and integrity of the data. Logs of 

each data access are maintained in an immutable 

and auditable manner in the blockchain. 2) A 
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smartcontract that allows users to define their 

access control policy. The PETchain smartcontract 

consists of several functions. With the 

set_identifier function the user stores data 

identifiers of the data files uploaded over IPFS, 

whereas with the set_authorization function users 

authorize service providers to utilize their data. 

Get_identifier is the only function that can be 

called by the service provider to request data 

access. Moreover, with the destroy_smartcontract 

and pause_smartcontract functions the users can 

pause and remove their smartcontract at any time. 

3) An implementation of PETchain over a 

consortium blockchain. We choose to use a 

consortium blockchain as it maintains user control 

and privacy while having reduced cost and high 

throughput when compared to the public 

blockchain.  

Furthermore, unlike a private blockchain 

network, it does not consolidate power to a single 

party and distributes it across different 

organizations. We analyze the performance of 

PETchain on a consortium blockchain by using 

four performance metrics: transaction GAS cost, 

transactions per second, number of lost blocks, and 

propagation delay. Different parameters such as 

sealers, block-time, and block-gaslimit were 

analyzed to achieve the best possible results for our 

consortium blockchain. We choose to implement 

our solution using the Ethereum platform as it 

facilitates developers to deploy their smart 

contracts in a secure and simple manner. However, 

PETchain can be implemented over any consortium 

blockchain platform that supports the deployment 

of smart contacts. 

II. LITEARTURE SURVEY 

The rapid growth of the Internet of Things (IoT) 

has introduced significant challenges regarding the 

privacy and security of data collected from diverse 

sources. In this context, multiple technologies and 

regulatory frameworks have been developed to 

safeguard user information. 

Cha et al. [1] provide an in-depth analysis of 

Privacy-Enhancing Technologies (PETs) tailored 

for IoT environments. Their study highlights the 

complexities of securing heterogeneous IoT 

systems while ensuring data privacy, especially in 

constrained devices. The authors examine PETs 

such as differential privacy, homomorphic 

encryption, and trusted execution environments 

(TEEs), evaluating their applicability and 

limitations. They emphasize the need for balancing 

privacy with usability, latency, and resource 

constraints within IoT networks. 

Voigt and Von dem Bussche [2] present a 

comprehensive legal overview of the General Data 

Protection Regulation (GDPR) introduced by the 

European Union. Their practical guide outlines 

core principles of data protection, including 

consent, purpose limitation, data minimization, and 

user rights. GDPR compliance is particularly 

critical for IoT applications that handle sensitive 

personal data, underscoring the importance of 

privacy-by-design and default principles in system 

architecture. 

Zhou and Wornell [3] introduce an efficient 

homomorphic encryption scheme suitable for 

integer vectors, enabling computation on encrypted 

data without compromising privacy. Their 

approach improves performance in practical 

scenarios and can be adapted to privacy-preserving 

analytics in IoT and cloud environments. The 

application of homomorphic encryption ensures 

that sensitive data remains confidential even during 

processing, addressing a major privacy concern in 

distributed systems. 

The concept of k-anonymity, introduced by 

Sweeney [4], serves as a foundational privacy 

model by ensuring that each individual’s data 

cannot be distinguished from at least k-1 other 

individuals. This model has become a cornerstone 

for anonymization techniques in datasets and is 

particularly useful in healthcare and smart city 

applications, where large volumes of personal data 

are shared. 

The DIN ISO 4997:2020-04 standard [7] introduces 

a novel model for implementing privacy by design 

using blockchain technology. This framework 

defines a standardized approach for processing 

personal data securely and transparently through 

blockchain, ensuring data immutability, 

decentralization, and user control. The standard 

emphasizes compliance with GDPR and proposes 

that blockchain systems can inherently support 

auditability and trust in privacy-sensitive 

applications. 
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Together, these works illustrate a multi-disciplinary 

approach to privacy—from technical 

implementations like encryption and 

anonymization to regulatory and standardization 

efforts. As IoT systems evolve, the integration of 

legal frameworks, advanced encryption methods, 

and design-oriented privacy principles will be 

essential in fostering secure and trustworthy 

environments. 

III. PROPOSED SYSTEM  

Now-a-days all online service providers are asking 

users to signup to access their services and after 

signup users can login and then store their personal 

data on service providers online servers as this 

service providers provide data storage or access 

services at any time with cheap cost. Often user 

data consists of sensitive information and this data 

will be away from their control and can be misused 

by service provider’s internal employees or 

attackers. 

To provide security to user’s sensitive data there is 

plenty of algorithms are available such as 

Homomorpic or Anonimity but this algorithms will 

not satisfy all user requirements like Data Sharing 

control, Accountability etc. Another problem is 

centralized data storage at single server and if this 

server down then users cannot access services till 

server up. 

To overcome from above issue author of this paper 

introducing PETCHAIN (privacy enhancing tool) 

using Blockchain which has inbuilt support for data 

immutability (data cannot be alter), block 

verification and Distributed data storage (which 

means Blockchain store data in all network nodes 

and if one down then services can be access from 

other working nodes). 

PETCHAIN provide following services for user 

data privacy 

1) User: An individual or organization that 

owns data and has the right to allow who 

can access and process it. This users 

consider as subscribers 

2) Service Provider: An online public or 

private organization that is established to 

deliver various applications to their 

consumers. They provide services and 

features to their subscribers by acquiring 

and processing their data. This user 

consider as service providers 

3) Distributed Storage: A peer-to-peer 

distributed open-source file-sharing 

system that allows data to be stored, 

maintained, and distributed in a fast and 

secure manner. Blockchain services which 

store data in multiple nodes as distributed 

storage 

4) Trusted Executor: A trusted individual or 

organization that provides a secure 

isolated environment that allows code to 

be executed over some data while 

guaranteeing the confidentiality and 

integrity of the data as well as the code 

there loaded. Here code will be executed 

using Smart Contract and data will be 

secured using AES encryption 

5) Blockchain: A peer-to-peer distributed 

platform that supports decentralized 

applications. It should supports smart 

contract code execution and storage over 

the distributed network such as Ethereum. 

So above PETCHAIN modules allow users to get 

security and full control over their data while 

storing in service provider services. PET CHAIN 

using Blockchain to store user data and using IPFS 

(inter planetary file system) to store user data files). 

PET CHAIN Application will first encrypt user 

data using AES encryption and then store this file 

in IPFS and IPFS will returned ADDRESS of file 

storage and this address will be stored in 

Blockchain to retrieve file from IPFS. 

IV. RESULT  

Now-a-days all online service providers are asking 

users to signup to access their services and after 

signup users can login and then store their personal 

data on service providers online servers as this 

service providers provide data storage or access 

services at any time with cheap cost. Often user 

data consists of sensitive information and this data 

will be away from their control and can be misused 

by service provider’s internal employees or 

attackers. 

To provide security to user’s sensitive data there is 

plenty of algorithms are available such as 

Homomorpic or Anonimity but this algorithms will 
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not satisfy all user requirements like Data Sharing 

control, Accountability etc. Another problem is 

centralized data storage at single server and if this 

server down then users cannot access services till 

server up. 

To overcome from above issue author of this paper 

introducing PETCHAIN (privacy enhancing tool) 

using Blockchain which has inbuilt support for data 

immutability (data cannot be alter), block 

verification and Distributed data storage (which 

means Blockchain store data in all network nodes 

and if one down then services can be access from 

other working nodes). 

PETCHAIN provide following services for user 

data privacy 

6) User: An individual or organization that 

owns data and has the right to allow who 

can access and process it. This users 

consider as subscribers 

7) Service Provider: An online public or 

private organization that is established to 

deliver various applications to their 

consumers. They provide services and 

features to their subscribers by acquiring 

and processing their data. This user 

consider as service providers 

8) Distributed Storage: A peer-to-peer 

distributed open-source file-sharing 

system that allows data to be stored, 

maintained, and distributed in a fast and 

secure manner. Blockchain services which 

store data in multiple nodes as distributed 

storage 

9) Trusted Executor: A trusted individual or 

organization that provides a secure 

isolated environment that allows code to 

be executed over some data while 

guaranteeing the confidentiality and 

integrity of the data as well as the code 

there loaded. Here code will be executed 

using Smart Contract and data will be 

secured using AES encryption 

10) Blockchain: A peer-to-peer distributed 

platform that supports decentralized 

applications. It should supports smart 

contract code execution and storage over 

the distributed network such as Ethereum. 

So above PETCHAIN modules allow users to get 

security and full control over their data while 

storing in service provider services. PET CHAIN 

using Blockchain to store user data and using IPFS 

(inter planetary file system) to store user data files). 

PET CHAIN Application will first encrypt user 

data using AES encryption and then store this file 

in IPFS and IPFS will returned ADDRESS of file 

storage and this address will be stored in 

Blockchain to retrieve file from IPFS. 

To store data in Blockchain we need to designed 

Smart Contract which contains functions to store 

and retrieve data from Blockchain. Below screen 

showing Smart Contract code 

 

Above smart contract is designed using SOLIDITY 

code and it contains various functions to store and 

get data. Now we need to deploy above contract in 

Blockchain Ethereum using Truffle tool and by 

following below steps 

1) First go inside hello-

eth/node_modules/.bin’ folder and then 

double click on ‘runBlockchain.bat’ file to 

get below screen 

 
In above screen Blockchain started and 

generate some default account addresses 

and private keys and now type command 

as ‘migrate’ and press enter key to deploy 

contract and get below output 
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In above screen we can see PETCHAIN 

contract deployed and we got contract 

address also and this address we need to 

specify in Python program to store and 

retrieve or access data. In below screen 

showing Python program to access 

Blockchain contract 

   

 
In above two screens read red colour 

comments to know how to call Blockchain 

Smart Contract. Now contract deployed 

and let it run. 

 

To implement this project we have 

designed two modules 

1) Service Provider: this user can signup 

and login and then can view and 

download all shared file details 

uploaded by subscribers. This service 

providers will provide space to store 

user or subscriber data 

2) Subscriber: subscriber can signup and 

login and then can upload data by 

encrypting and then give permission 

to allow or not allow for service 

providers. User can view and 

download all his past saved data and 

can view log of entire access done by 

Service providers. 

3) In this project we allow both users to 

login to application using 2FA 

technique where user has to enter 

username, password and upload 

graphical image for authentication 

SCREEN SHOTS 

First double click on ‘Start_IPFS.bat’ file to start 

IPFS server and get below screen 

 

In above screen IPFS server started and now let it 

run and now double click on ‘runServer.bat’ file to 

start python web server and get below screen 

 

In above screen python web server started and now 

open browser and enter URL as 

‘http://127.0.0.1:8000/index.html’ and press enter 

key to get below page 
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In above screen user can click on ‘New User 

Signup Here’ link to get below signup page 

 

In above screen I am signing up service provider as 

‘John’ and then uploading 2FA image graphical 

password and then press ‘Open’ and ‘Submit’ 

button to store data in Blockchain and get below 

output 

 

In above screen service provider signup done and 

in red colour text we can see the storage hash code 

details. Similarly you can signup subscriber like 

below screen 

 

In above screen I am adding subscriber by selecting 

‘User Type’ as subscriber from drop down box and 

then uploading Graphical password image and now 

click ‘Open and Submit’ button to complete 

subscriber signup and get below output 

 

In above screen subscriber added and now click on 

‘Subscriber Login’ to get below page 

 

In above screen subscriber is login with Password 

and image password and then click ‘Open and 

Login’ button to get below page 

 

In above screen subscriber login successful and he 

can upload and view data and now click on 

‘Upload & Share Data’ link to get below page 
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In above screen user entering data description and 

then select share option as ‘Allowed or Not 

Allowed’ and then upload data and then click on 

‘Open and Upload’ button to save data in 

Blockchain 

 

In above screen in red colour text we can see data 

storage details and similarly you can upload and 

test other files 

 

In above screen I am uploading another data with 

share option as ‘Not Allowed’ so Blockchain will 

not allow Service provider to view or access this 

data and click button to get below output 

 

In above screen data is saved in Blockchain and 

now click on ‘View Log’ link to view details of all 

users who access this files 

 

In above log screen subscriber can view names of 

all service providers who access which file at 

which point of time. Now click on ‘View Your 

Data’ link to view all files uploaded by subscriber 

 

In above screen subscriber can view all files with 

sharing status and now click on ‘Click Here’ link to 

download that file in decrypted format 
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In above screen in browser status bar we can see 

file is downloading and similarly you view and 

download past uploaded file. Now logout and login 

as ‘Service Provider’ to access share files 

 

In above screen service provider is login and after 

login will get below page 

 

In above screen service provider can click on 

‘Access Share Data’ link to get list of shared files 

 

In above screen we can see subscriber gave 

permission to access only one file so Blockchain 

showing that file only for service provider to access 

and at any time service provider can click on ‘Click 

Here’ link to download that file 

 

In above screen in browser status bar we can see 

file is downloading for service provider 

CONCLUSION 

In this paper, we proposed a novel privacy 

enhancing technology based on blockchain to 

manage and exploit user data. The proposed 

technique aims to address user privacy holistically. 

In our approach, users can define their access 

control policy by deploying their smartcontract. 

Users upload encrypted data to IPFS and store its 

hash to their smartcontract. The authorized service 

providers can access the hash but can only decrypt 

and process the data in an isolated execution 

environment. This allows service providers to 

process user data without acquiring nor misusing 

the data. To the best of our knowledge, this is the 

first-ever implementation of PET using blockchain 

technology that holistically addresses privacy. In 

our approach, the users select a trusted execution 

environment where their data can be processed in a 

privacy enabled manner. Moreover, they can store 

their data independently in a distributed manner 

using IPFS. The proposed solution has been 

implemented on a consortium blockchain due to its 

privacy, cost, and performance advantages over the 

public blockchain. The performance of PETchain is 

analyzed using the Ethereum platform. It was 

observed that a high TPS can be achieved by 

having low block-time and a high gas-limit. 

However, lower block-time was observed to have a 

high amount of lost blocks, decreasing the 

performance of the blockchain. Therefore, a bock-

time of 10 is proposed that allows a TPS of around 

60. Moreover, a lower number of sealers is 

recommended, to reduce propagation delay in the 

network. For our future work, we aim to analyze 

and improve PETchain by checking its 

compatibility with GDPR. 
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