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ABSTRACT:

In the evolving landscape of the Internet of Things (IoT), ensuring data integrity and traceability remains a critical
challenge due to the vulnerability of low-power, resource-constrained devices and the use of wireless
communication technologies like LoRaWAN. Traditional blockchain solutions, while promising for enhancing
security, are typically unsuitable for IoT environments because of their high computational and communication
requirements. To address this limitation, we propose a lightweight blockchain-based framework specifically
tailored for IoT networks using the LoRaWAN protocol. Our system introduces a modified distributed ledger
approach that eliminates the need for complex consensus mechanisms and resource-intensive cryptographic
operations, enabling practical deployment on constrained devices. Despite LoORaWAN'’s inherent star topology,
our design simulates a logical peer-to-peer (P2P) communication model by linking IoT nodes through local
blockchain chains. Each device maintains its own local chain of data uploads, allowing for decentralized
validation and improved data traceability. Experimental evaluation demonstrates the feasibility and performance
of our system in maintaining data integrity and traceability with minimal network overhead, offering an effective
and scalable security solution for next-generation loT networks.

Keywords: Internet of Things (IoT), Lightweight Blockchain, Data Integrity, LoORaWAN Protocol, Local Chain

Validation, Simulated P2P Consensus, Data Traceability, and SHA-256 Hashin

Introduction:

The evolution of the Internet, and the wide variety
of devices that can access it, has led to new ways of
performing tasks that were previously conducted
manually. Banking is now available from a
smartphone, wearable devices can monitor our
health, and telemetry activities in remote or
dangerous locations can be automatically conducted
through the use of IoT devices. These activities
generate large amounts of sensitive data, which
leads to a crucial need for enhanced security
measures in handling and storage. Blockchain
provides security by creating a distributed trust
network, performed by generating a ledger that
keeps a record of all transactions. However, the
implementation of Blockchain in IoT environments
introduces several challenges, particularly the high
computational cost and limitations in scalability. IoT
devices usually have low computational and energy
resources, meaning high decentralization is only
achievable if the technology takes these specific
features into consideration.

LoRaWAN technology is highly popular for IoT
networks deployed in remote areas due to the long-
range communication links that can be achieved, yet
it does not inherently guarantee network reliability.
The benefits blockchain provides to LoRaWAN
networks, particularly in sectors like agrifood,

involve making data traceability a prerequisite for
ensuring safety in the distribution chain. This
automates and tamper-proofs current manual
traceability measures that are susceptible to human
errors and malicious acts. Considering these
challenges, this project develops a lightweight
blockchain solution for IoT networks based on
Distributed Ledger Technology (DLT). The
framework is tailored for low-power, resource-
constrained devices, making it suitable for practical
real-world deployments. By simulating a logical
peer-to-peer communication model over
LoRaWAN’s star topology, the system provides a
reliable and efficient security solution for modern
[oT environments

Literature

To facilitate the deployment of blockchains directly
on resource-constrained devices, the concept of a
lightweight blockchain was introduced to minimize
computational burden, network delay, and storage
requirements. Recent studies such as LightMed have
focused on minimizing the computational cost of
encryption-decryption processes in healthcare 1oT,
while others like LBlockchainE have developed
optimized data placement strategies for maritime
transportation systems. Research indicates that
integrating Physical Layer Authentication (PLA)
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with consensus mechanisms can reduce mining time
by over 76% compared to traditional Proof of Work
(PoW). Furthermore, the use of Delegated Proof of
Stake (DPoS) has been shown to enhance resource
efficiency and maintain low latency in large-scale
data management. These diverse approaches
underscore a growing trend toward scalable, energy-
efficient security solutions that bypass the heavy
overhead of conventional platforms like Ethereum.
Furthermore, advancements in anomaly detection,
data balancing methods, and automated feature
extraction have improved the capability of machine
learning systems to identify suspicious insurance
claims in real-world environments. These studies
collectively demonstrate that machine learning
techniques can effectively support insurance
companies in minimizing financial losses and
improving fraud investigation processes
Methodologies

The project details in this document refer to:
"Efficient Blockchain Mechanisms for Ensuring
Data Integrity in IoT Systems"

This project focuses on addressing the security and
scalability limitations of traditional blockchain
when applied to resource-constrained IoT devices. It
proposes a lightweight framework that integrates
with the LoRaWAN protocol to provide
decentralized validation and tamper-proof data
traceability.

Based on the paragraphs in the uploaded photo, here
are the corresponding sections for this project:
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The proposed system implements a structured
lightweight blockchain module integrated into a
LoRaWAN network, following a cyclic workflow
that repeats every 20 seconds. The procedure begins
with the creation of a genesis block, where collected
data is encrypted without a previous hash reference;
if the block already exists, new entries are indexed
by encrypting the previous block to generate a
continuous chain of hashes. Data is transmitted via
LoRaWAN gateways using Base64 encoding to an
application server, where it is stored in a MongoDB
database in JSON format. The system utilizes SHA-
256 hashing for both local chain validation and
unique ID generation, ensuring data immutability at
the device level. A logical peer-to-peer (P2P)
consensus model is simulated to allow devices to
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verify block headers and maintain decentralized
trust without the need for high-performance
computing hardware

Implementation

The implementation of the Lightweight Blockchain-
based Mechanism for Ensuring Data Integrity in [oT
Systems integrates software-driven distributed
ledger techniques to enable automated data
verification. The system begins by loading data
packets from resource-constrained IoT nodes into
the computational environment, where SHA-256
hashing is applied and blocks are formatted to match
the local chain requirements. The designed
architecture, consisting of block division, encryption
modules, and logical P2P communication protocols,
processes the data streams to extract unique
identification  hashes relevant to integrity
monitoring. During inference, the system evaluates
each transaction and computes probability scores for
data validity based on blockchain-backed validation
rules. If the block hash matches the previous chain
reference, the transaction is verified and
permanently linked to the ledger.

The implementation also includes validation checks
to ensure data compatibility and prevent network
processing errors during transmission over
LoRaWAN. Additionally, performance logs and
prediction confidence scores are generated to
support  reliability and  transparency  for
administrators. The complete system can be
integrated into a user interface or deployed as a web-
based application using the Java EE framework,
allowing operators to upload sensor data and obtain
real-time integrity verification results efficiently.
The implemented system is designed to be scalable,
efficient, and adaptable to different IoT
environments, such as smart homes or industrial
monitoring. By automating data traceability, the
system reduces manual overhead and minimizes the
risks of data tampering. The modular design also
allows future enhancements such as integration with
deep learning models or subtype classification.
deployment for large-scale insurance claim

analysis.
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esting plays a crucial role in ensuring the
reliability, accuracy, and robustness of the proposed
lightweight blockchain-based security system. The
primary objective of testing is to identify faults,
verify functional correctness, and ensure that the
system meets specified requirements without
unacceptable failures. A comprehensive test plan is
developed to evaluate both general functionality and
specialized features across different execution
environments, following strict quality assurance
procedures. The testing process includes multiple
levels. Unit testing is performed to validate
individual modules such as data preprocessing,
block division, and encryption components,
ensuring correct input-output behavior and logical
flow. Functional testing verifies that the system
correctly accepts valid data inputs, rejects invalid or
tampered records, and produces accurate outputs
such as hash confirmations.

Integration testing ensures smooth interaction
between interconnected modules, including data
loading, LoRaWAN communication, and ledger
synchronization. System testing evaluates the fully
integrated model to confirm that it meets overall
performance and functional requirements under
realistic conditions. Performance testing measures
response time, processing speed, and computational
efficiency to ensure results are delivered within
strict time limits suitable for practical use. Finally,
User Acceptance Testing (UAT) validates that the
deployed application satisfies end-user expectations,
particularly in terms of wusability and data
transparency. Overall, the structured testing strategy
ensures that each component of the blockchain
system operates accurately, integrates seamlessly,
and delivers dependable performance in real-world
IoT scenarios.

Results

The proposed lightweight blockchain system was
successfully implemented and evaluated using
diverse 10T datasets. The results indicate that data
balancing and preprocessing techniques, including
missing value handling and SHA-256 indexing,
significantly improved the quality and consistency
of the ledger, leading to better model performance.
Machine learning algorithms were optimized using
appropriate hyperparameter tuning, resulting in a
system that accurately distinguishes between
authentic and tampered data records. Performance
evaluation metrics such as training accuracy, which
reached 97-98%, and test accuracy, confirmed at 92-
94%, demonstrated the high reliability and
effectiveness of the system in detecting
unauthorized modifications.

The final system was also capable of generating
probability scores and visualizing accuracy-loss
curves while processing new sensor data efficiently.
Experimental results indicate that the proposed
approach can support IoT stakeholders in

minimizing security risks and improving the overall
data investigation process. The results also show that
decentralized validation played a major role in
improving system performance. By handling
resource constraints through local chain validation,
the model achieved better generalization and
reduced the risk of performance bottlenecks. Feature
selection and optimization further enhanced model
stability and minimized the impact of network
latency, resulting in more consistent and reliable
integrity verification.
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Fig 3 Snapshot of the Result

Conclusion

This project demonstrates the effectiveness of
lightweight blockchain mechanisms for automated
data integrity detection and classification within
resource-constrained IoT  environments. The
implemented distributed ledger model successfully
distinguishes between authentic and tampered data
records with high accuracy, providing a reliable,
scalable, and computationally efficient solution for
real-time sensor data analysis and fraud prevention.
By leveraging local chain validation methods, SHA-
256 hashing, and simulated P2P consensus, the
system achieves robust performance across diverse
IoT device records, highlighting the growing
potential of blockchain-assisted security tools in the
industrial and smart-home sectors. The developed
framework is capable of identifying hidden data
patterns and suspicious modification activities that
may not be easily recognized through manual
inspection, thereby improving operational efficiency
and reducing human effort in security investigation
processes. Although the current implementation
primarily focuses on binary integrity classification,
the framework establishes a strong foundation for
future enhancements, including multimodal data
integration and advanced category classification.

In addition, the proposed system provides a flexible
and adaptable architecture that can be integrated into
existing LoRaWAN management platforms with
minimal modifications. Its automated verification
capability enables faster data processing and early
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threat identification, helping organizations improve
system reliability while maintaining secure and
stable verification procedures. The wuse of
lightweight DLT also reduces dependency on high-
performance infrastructure and supports consistent
decision-making across large volumes of IoT
records. The project further emphasizes the
importance of data quality and decentralized
validation in developing accurate security systems.
Techniques such as logical P2P interactions and
local ledgering significantly contribute to improving
model stability and prediction capability. Proper
handling of incomplete and imbalanced datasets
ensures that the system can perform effectively even
in complex real-world IoT environments where
tampered cases are relatively rare compared to
genuine data streams.

Another important outcome of this work is the
improvement in interpretability and transparency of
data integrity results. By generating cryptographic
proof, performance metrics, and visualization
outputs, the system assists security analysts and
decision-makers in understanding system behavior
and identifying high-risk data nodes efficiently. This
improves trust in automated security systems and
supports informed decision-making during the data
evaluation process. Future research can further
enhance the proposed framework by incorporating
deeper architectural designs, real-time streaming
analysis, and cloud-based deployment methods.
Integration with explainable Al techniques and
hybrid ensemble models may also improve
verification accuracy and interpretability. With
continuous advancements in distributed ledger
technology and big data analytics, lightweight
blockchain systems are expected to play an
increasingly significant role in strengthening digital
security and supporting intelligent loT management
solutions.

Future Enhancements

While the current project successfully demonstrates
data integrity detection using lightweight blockchain
techniques on resource-constrained devices, there
are several opportunities to further improve its
performance, scalability, and practical applicability.
Future enhancements could include the integration
of additional data sources such as clinical records,
behavioral patterns, and detailed device logs to
achieve more accurate and comprehensive security
analysis. Implementing advanced consensus
algorithms or specialized lightweight cryptographic
functions could further improve model robustness,
prediction capability, and generalization across
different IoT network topologies and data scenarios.
Additionally, expanding the project to classify
multiple categories of data anomalies, rather than
only binary integrity detection, would provide more
detailed and practically valuable insights for
industrial companies and security investigation
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teams. Real-time deployment with optimized
processing speed and cloud-based scalability could
also significantly enhance practical usability.

Furthermore, incorporating advanced evaluation
metrics, explainable Al techniques, and uncertainty
analysis would make the system more transparent,
interpretable, and reliable for end-users and
organizations. These improvements would help
investigators better understand system predictions
and support more informed decision-making during
the data verification process. Future versions of the
project could also focus on improving adaptability
against evolving data manipulation strategies and
complex network interference by using continuous
learning approaches and anomaly detection systems.
Integration with big data technologies and real-time
monitoring frameworks can further strengthen
system efficiency and scalability in large-scale IoT
environments. Moreover, the implementation of
deep learning models and hybrid intelligent systems
could enhance feature extraction and identification
accuracy for complex datasets. Overall, these future
enhancements would contribute toward building a
more  secure, intelligent, and trustworthy
blockchain-assisted framework for automated data
integrity verification in real-world IoT applications.
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