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ABSTRACT: The rapid growth of electronic system has increased the need for secure, transparent, and reliable
voting systems. This paper presents the design and implementation of an advanced Electronic Voting Machine
(EVM) integrated with a fingerprint sensor and Arduino microcontroller to enhance and improve election security
and eliminate wrong voting practices. The proposed (suggested) system uses biometric authentication to uniquely
identify voters, assuring that only authorized individuals are allowed to cast a vote. The fingerprint sensor
captures and verifies voter fingerprints against a pre-stored database, preventing false representation and multiple
voting procedures. The Arduino platform acts as the central control unit, managing voter verification, vote
recording, and system operations efficiently with minimal hardware complexity and low power consuming. Also,
making the system suitable for large-scale deployment in both urban and rural areas. The projected EVM
decreases human interference, and minimizes operational faults, also improves voter sureness in the election
procedure. The results prove that the fingerprint-based voting system offers the high reliability, fast verification,
and strong safety, and making it up-to-date self-governing elections. This project plays a vibrant role in refining
the election process by minimizing human mistakes, and giving quick and precise vote counts. The system certifies
that each voter can give or cast only one vote and all that data is safely recorded or stored for final process or we
can say results process. Identity verification is secure and distinctive thus which may implement in mechanical
device to realize high secure election. The Electronic Voting Machine using Arduino Uno demonstrates how
embedded systems can contribute efficiency and transparent elections in both small-scale and large-scale
applications and develop secure voting system.

INTRODUCTION
Due to the increasing demand for secure,
transparent, and reliable election systems

Considering the growing concerns regarding
election security and fairness, modern technologies
such as biometrics and embedded systems have been

worldwide, the development of advanced electronic
voting technologies has gained significant attention.
Traditional voting methods, including paper ballots
and conventional Electronic Voting Machines
(EVMs), have been widely used over the past
decades. However, these systems still suffer from
various challenges such as voter impersonation,

adopted to enhance voting mechanisms. Among
these,  biometric  authentication—particularly
fingerprint recognition—holds significant promise,
as it provides a unique, reliable, and tamper-resistant
method of verifying voter identity. Fingerprints are
distinct for every individual and remain unchanged
over time, making them an ideal choice for secure

multiple  voting, unauthorized access, and identification in voting systems.
dependency on manual verification processes, which

can compromise the integrity of elections.
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FIGURE 1: Working Principle of Fingerprint Electronic Voting System
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o implement such a secure  system,
microcontroller-based platforms like Arduino have
been widely utilized due to their simplicity, low cost,
and efficiency. An Arduino-based Electronic Voting
Machine integrated with a fingerprint sensor can
effectively ensure that only authorized voters are
allowed to cast their votes. The system works by
capturing the voter’s fingerprint, comparing it with
pre-stored data, and granting access to the voting
interface only upon successful authentication. This
process eliminates the possibility of duplicate or
fraudulent voting while maintaining a smooth and
user-friendly experience.

Conventional fixed voting systems rely heavily on
human supervision and manual validation, which
can be time-consuming and prone to errors. In
contrast, automated biometric voting systems
provide a more efficient and accurate approach by
reducing human intervention and ensuring real-time
verification. These systems can securely record
votes, prevent duplication, and enhance overall
transparency in the electoral process.

Based on system design and functionality, biometric
voting systems can be categorized into simple
single-factor authentication systems (such as
fingerprint-only) and advanced multi-factor systems
that combine multiple technologies like facial
recognition, IoT connectivity, and cloud storage. In
recent years, various improvements and innovations
have been introduced to increase the accuracy,
security, and scalability of such systems.

Therefore, the proposed Advanced Electronic Voting
Machine using a fingerprint sensor and Arduino
presents an effective solution to overcome the
limitations of existing voting methods. It enhances
election security, ensures voter authenticity, reduces
operational complexity, and contributes to building
a more trustworthy and efficient electoral system.

LITERATURE SURVEY

The development of electronic voting systems has
significantly progressed with the integration of
embedded systems and biometric technologies.
Early voting machines primarily relied on simple
microcontroller-based  designs ~ with  manual
verification, which made them vulnerable to issues
such as voter impersonation and multiple voting. To
address these challenges, researchers introduced
biometric authentication techniques, particularly
fingerprint recognition, as a reliable method for
verifying voter identity. Several studies have
demonstrated that fingerprint-based voting systems
improve election security by ensuring that only
authorized individuals can cast their votes.
Microcontrollers like Arduino have been widely
used in such systems due to their low cost, ease of
implementation, and efficient performance in
handling real-time operations.

Recent advancements in voting technologies have
further enhanced system reliability by incorporating

features such as dual biometric authentication, IoT-
based data storage, and real-time monitoring.
Systems combining fingerprint and facial
recognition have shown higher accuracy in voter
verification, although they increase complexity and
cost. Similarly, ToT-enabled voting systems allow
secure storage and remote access to voting data but
introduce concerns related to network dependency
and cybersecurity risks. Different fingerprint
matching algorithms, such as minutiae-based
techniques, have been studied for their efficiency
and suitability in embedded systems, offering high
accuracy with minimal computational requirements.
Despite these developments, there remains a need
for a simple, cost-effective, and secure voting
system that balances performance, reliability, and
ease of deployment, which is addressed by the
proposed Arduino-based fingerprint electronic
voting machine.

DESIGN AND IMPLEMENTATION PROCESS
The overall work of the proposed system involves
capturing the voter’s fingerprint using a biometric
sensor, processing the data through a
microcontroller, and verifying it with pre-stored
templates to authenticate the voter. Once
authentication is successful, the system enables the
voting interface, allowing the voter to select a
candidate through input buttons. The system then
records the vote securely and ensures that the same
voter cannot vote again. The entire process is
designed to be fast, reliable, and user-friendly,
minimizing human intervention and reducing the
chances of errors or fraudulent activities. To
simplify the design and implementation, the system
is divided into two main parts:

(A) hardware system design

(B) software system design.

(A)Hardware System Design:
The hardware design forms the backbone of the
electronic voting machine and consists of
components such as the Arduino Uno
microcontroller, fingerprint sensor module, LCD
display, push buttons, buzzer/LED indicators, and
power supply unit. The Arduino Uno acts as the
central controller, coordinating all operations
including fingerprint verification, vote recording,
and display management. The fingerprint sensor is
responsible for capturing and matching the voter’s
fingerprint with stored data. The LCD display
(16x2) provides instructions and feedback to the
user, such as “Place Finger,” “Access Granted,” or
“Vote Successfully Cast.” Push buttons are used for
candidate selection, while LEDs or buzzers indicate
successful or failed operations. All components are
interconnected through proper wiring, and
communication between the fingerprint sensor and
Arduino is established using serial (UART)
communication. The hardware is designed to be
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compact, cost-effective, and suitable for real-time Arduino IDE, where the logic of the voting system
applications. is programmed. The program begins with system
: initialization, where all components such as the
fingerprint sensor, LCD, and input/output pins are
configured. The fingerprint module operates in two
modes: enrollment and verification. During
enrollment, voter fingerprints are stored in the
sensor’s memory. During voting, the system scans
the fingerprint and compares it with stored templates
using a matching algorithm. If a match is found, the
system grants access to the voting interface;
otherwise, access is denied. After authentication, the
voter selects a candidate using push buttons, and the
vote is recorded in the system memory. The software
also ensures that each voter can vote only once by
marking their status after successful voting. The
entire process is controlled through conditional
statements and loops, ensuring smooth operation,
quick response time, and high reliability of the

FIGURE 2: Hardware System Design voting system.
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FIGURE 3: Software System Design

Structural Design and Operational Principles of
the Electronic Voting System

The structural design of the proposed system
consists of several integrated components, including
the fingerprint sensor module, Arduino Uno
microcontroller, LCD display, push button interface,
buzzer/LED indicators, and power supply unit. The
Arduino Uno acts as the core controller that
processes input signals from the fingerprint sensor
and user interface components, and controls the
overall operation of the system. The fingerprint
sensor is used to capture and verify the voter’s
identity, while the LCD display provides real-time
instructions and feedback to the user during the
voting process. The push buttons are used for
candidate selection, and the buzzer or LED
indicators are used to signal successful
authentication or error conditions. The system is
designed in a compact and modular structure,

ensuring ease of use, reliability, and efficient
performance.
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FIGURE 4: Structural Diagram of the Electronic
Voting Machine

During operation, the system follows a sequential

authentication and voting process. Initially, the

fingerprint sensor captures the voter’s fingerprint

and converts it into digital data, which is then
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transmitted to the microcontroller for verification
against the stored database the voter is authenticated.
Once authentication is successful, the Arduino
enables the voting interface, allowing the voter to
select a candidate using push buttons. Each button
corresponds to a specific candidate, and upon
selection, the vote is recorded in the system memory.
The system then updates the voter status to prevent
duplicate voting and provides confirmation through
the LCD display and buzzer/LED indicators.

FIGURE 5: Structural Diagram
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The operational principle ensures that all
processes—authentication, vote casting, and data
storage—are carried out in a controlled and secure
manner. The system continuously monitors inputs
from the fingerprint sensor and buttons, and
executes predefined instructions accordingly. In case
of invalid fingerprint detection, the system denies
access and prompts the user to retry. The
independence of authentication and voting
operations ensures that the system maintains
accuracy and reliability throughout the process. By
integrating biometric verification with embedded
control, the proposed electronic voting system
achieves a secure, efficient, and automated voting
mechanism suitable for practical implementation.
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FIGURE 6: Control Algorithm for electronic voting machine

System Performance and Efficiency Analysis

On the basis of the biometric authentication
mechanism, the performance of the proposed
electronic voting system is analytically evaluated by
comparing its efficiency, accuracy, and security with

conventional voting systems under similar
operational conditions. To achieve this, key
parameters such as authentication accuracy,

response time, false acceptance rate (FAR), and false
rejection rate (FRR) are considered. The system

operates by capturing a fingerprint input and
matching it with stored templates using a similarity
function. Let the scanned fingerprint be represented
as Fyand the stored template as F;. The similarity
score between them is denoted as S, which lies in the
range 0 < S < 1. The authentication condition is
defined based on a threshold value T, such that the
voter is authenticated if S >T, and rejected
otherwise.
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N,
Accuracy = A X 100%

4

Similarly, the False Acceptance Rate (FAR), which
represents unauthorized users incorrectly accepted
by the system, and the False Rejection Rate (FRR),
which represents authorized users incorrectly
rejected, are given by: FAR =M,FRR =Y

Nya aa
where Ngqis the number of false acceptances, Ny,is
the number of unauthorized attempts, Nf,is the
number of false rejections, and N, is the number of
authorized attempts.
The total time taken for the voting process is another
critical parameter and can be expressed as:

Trotar = Tscan + Tmaten + Toote
where Ty.q,is the time required to capture the
fingerprint, Ty q¢cp 18 the time for template matching,
and T,,:.1s the time taken by the voter to cast the
vote. Compared to traditional voting systems, the
proposed system significantly reduces the overall
processing time due to automated verification.
Furthermore, the efficiency of the system in
preventing duplicate voting can be expressed as:
Ny
Esecurity =1 Nv

where Nyrepresents the number of duplicate voting
attempts. Ideally, N; = 0, resulting in maximum
security efficiency.
In comparison with conventional voting methods,
the proposed system demonstrates higher reliability
and security due to biometric verification. The
automated authentication mechanism ensures that
only eligible voters can participate, while the system
design  minimizes human intervention and
operational errors. Additionally, the computational
and power requirements of the system are relatively
low, making it suitable for practical deployment.
Overall, the proposed electronic voting system
achieves improved performance in terms of
accuracy, speed, and security, thereby providing a
more efficient and trustworthy voting solution.

Biometric Authentication Process
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FIGURE 6: Performance & Efficiency Analysis of
the Fingerprint-Based Electronic Voting System

Experimentation and Results

In this section, experimental observations are
presented to validate the performance, accuracy, and
efficiency of the proposed fingerprint-based
electronic voting system. A continuous testing
process was conducted over multiple sessions using
a prototype developed with an Arduino Uno
microcontroller, fingerprint sensor (R305), LCD
display, push buttons, and buzzer/LED indicators.
The system was tested under normal operating
conditions with multiple users to evaluate
authentication accuracy, response time, and system
reliability. The prototype setup ensured that each
voter was first enrolled into the system database and
then allowed to participate in the voting process
through fingerprint verification.

During the experiment, a total of N, registered voters
participated in the testing process. Each voter
attempted to authenticate their identity using the
fingerprint sensor before casting their vote. The
system recorded parameters such as successful
authentications, rejected attempts, duplicate voting
attempts, and total time taken per voter. The average
authentication time, including fingerprint scanning
and matching, was observed to be approximately 2—
3 seconds, while the total voting time per user
ranged between 5-7 seconds. Compared to
traditional voting methods, which may take
significantly longer due to manual verification, the
proposed system demonstrated faster and more
efficient operation.

100 974 973 975 %0 982 983 34 86 o7

e 74 185 723 U
80 m 52 (T 1 | oy
H (Proposed System)
—a— Aocuracy ()
(Tradiiona System)
——  Falsa Acoegtance Rate (FAR %)
(Propcsed System)

—4— Faise Rejoction Rate FRR %)
(Propcsed System)

4 Average Time par Voter (s)
(Proposed Systam)

Performance (%) / Time (s)

284 26
30 > 2 284
BE B3 U9 4 w0 g | = Average TmeperVoer(s)
(Traditonal System)

i 5 15 13 2 i T 03 LA 8
[ N TP, WP S _— S— S— ———
0 20 0 4 5 60 70 8 90 10

Number of Test Users

© The proposed system achieves high authentication accuracy (=98-39%) compared to the raditinal system (<75-80%)

© Fal Rate (FAR) and Rate (FRR) are significantly lower inthe proposed system.

@ Average time taken per votar is reduced o about 5 seconds in the proposed system, while it is abaut 24-26 seconds
inthe tradtional syste.

© Rasuls oonfim that the ingsrprint-based e-volirg systa s faster, more accurate, and more sécurs.

FIGURE 7: Comparison of System Performance
To evaluate system performance, the total number of
correctly authenticated voters N, false acceptances
N¢q, and false rejections Np.were recorded. The
collected data showed that the system achieved high
authentication accuracy with minimal error rates.
The system successfully prevented duplicate voting
by marking each authenticated voter as “voted” in
the database, ensuring that no voter could cast
multiple votes. The overall system accuracy and
efficiency were calculated using the following
expressions:
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Additionally, the total processing time for each
voting cycle was calculated as:

Trotar = Tscan + Tmaten T Toote

FIGURE 8: Electronic Voting Machine

Based on the experimental data, it was observed that
the proposed system achieved an accuracy of
approximately 98-99%, with a very low False
Acceptance Rate (FAR) and False Rejection Rate
(FRR). The system response time was significantly
lower compared to conventional voting methods,
thereby improving overall efficiency. Furthermore,
the security efficiency of the system approached
nearly 100%, as duplicate voting attempts were
completely eliminated during testing.
A comparative analysis between the proposed
system and traditional voting methods indicates that
the biometric voting system offers superior
performance in terms of speed, accuracy, and
security. While the initial setup cost of the system
may be slightly higher due to the inclusion of
biometric hardware, the long-term benefits in terms
of reliability, reduced manpower, and enhanced
election integrity make it a cost-effective solution.
Therefore, the experimental results confirm that the
proposed fingerprint-based electronic voting system
is a highly efficient, secure, and practical solution
for modern voting applications.

CONCLUSION

In this project, an advanced fingerprint-based
electronic voting system was designed, developed,
and successfully implemented. The proposed system
integrates biometric authentication with an Arduino-
based control unit to ensure secure and reliable
voting. The system was designed to accurately
verify voter identity using a fingerprint sensor and
enable the voting process only for authenticated
users. A simple yet effective control logic was
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implemented to manage the entire voting sequence,
including fingerprint acquisition, matching, vote
casting, and result storage.

The developed system employs a structured and
efficient architecture in which the fingerprint sensor
plays a key role in reducing errors associated with
manual verification and preventing unauthorized
access. The use of a microcontroller-based design
ensures real-time processing and quick response,
while the integration of LCD display and input
buttons provides a user-friendly interface. The
system effectively eliminates duplicate voting by
maintaining voter status in memory, thereby
enhancing the overall integrity of the election
process.

Experimental results demonstrated that the proposed
system achieves high accuracy, low error rates, and
reduced voting time compared to conventional
methods. The system also offers advantages such as
low cost, ease of implementation, and minimal
human intervention. Therefore, the developed
fingerprint-based  electronic  voting  machine
provides a secure, efficient, and practical solution
for modern voting systems, with the potential for
further enhancement through integration with
advanced technologies such as IoT and cloud-based
data management.
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