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ABSTRACT

As resource-constrained Internet-of-Things (loT)
devices become popular targets of various malicious
attacks, frequent updates to keep their software up to
date are essential to their security. However, state-
of-the-art software delivery and payment systems
incorporate multiple services in a client-server
structure requiring multiple transits of information
between client and server, while also creating a wide
attack surface. We propose a blockchain-based end-
to-end secure software update delivery framework
for Internet of Things (1oT) devices, which aims to
ensure confidentiality, integrity, availability,
efficiency, and audit-ability for verified software
delivery, while offloading the cryptographic
computation from resourceconstrained 10T devices
to a decentralized blockchain system. In particular,
we leverage Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) and design a customized
authorization policy to not only ensure that software
updates can only be decrypted and installed on
authorized loT devices but also significantly reduce
the computational overhead for key generation and
key delivery on the manufacturer side. Furthermore,
secure and atomic software delivery and payments
between 10T devices and the manufacturer are
assured through smart contracts. The authenticity of
the delivered software is guaranteed by offloading
the computation-based signature validation to smart
contracts. Compliance audits are satisfied through
immutable records on the blockchain’s public

ledger, and the smart contracts efficiently guarantee

the delivery of software updates in exchange for
payment. Security analysis and experiments are
performed to compare the proposed framework with

state-of-the-art studies and validate its effectiveness.

1-INTRODUCTION
Internet of Things (loT) devices are devices with
sensors and processors that communicate over the
Internet to perform specific tasks [1], [2]. Common
examples of 10T devices include wearable medical
devices that monitor a patient, smart home devices
that control home systems, sensors in farming that
report temperature and weather conditions, and many
more. Due to broad consumer acceptance, in 2020,
749 billion USD was spent worldwide on loT
devices. Spending will surge to over 1,100 billion
USD in 2023 [3], [4], [5]- There were 22 billion
connected 10T devices in 2018. The number of 10T
devices will double to over 50 billion by 2030 [5],
[6]. However, due to their prevalent adoptions, while
lacking sufficient computing resources for
sophisticated security mechanisms, 10T devices can
be easily compromised. One of the most well-known
attacks is the Mirai botnet attack of 2016 which
brought down large portions of the Internet through
a DDosS attack waged by loT devices [7], [8], [9],
[10]. One essential protection approach to preventing
such attacks is to patch the software of 10T devices
frequently to ensure they are up to date. However,
malicious attackers can also launch attacks against
the software update process itself by, for example,

providing manipulated software updates, or

110



retrieving software updates without payment. An
example is an attack in 2016 that targeted the electric
power grid in Ukraine disabling power for 30
substations. The outage impacted approximately
230,000 residents by updating firmware on loT
devices that controlled power systems with malicious
software [11], [12]. There have also been software
repository state attacks against package managers
[13] that provide software libraries and components.
Therefore, ensuring the confidentiality, integrity, and
availability of the software update process is critical.
Problem statement:

The primary goal of this project is to establish a
robust and secure framework for updating loT
(Internet of Things) devices across various domains.
10T devices are used in various fields, such as patient
body temperature monitoring and traffic monitoring,
and ensuring their software remains up-to-date is

essential for their proper functioning and security.

2-FEASIBILITY STUDY
Feasibility Study
A feasibility study evaluates a project's or system's
practicality. As part of a feasibility study, the
objective and rational analysis of a potential business
or venture is conducted to determine its strengths and
weaknesses, potential opportunities and threats,
resources required to carry out, and ultimate success
prospects. Two criteria should be considered when
judging feasibility: the required cost and expected
value.
Types Of Feasibility Study
A feasibility analysis evaluates the project’s potential
for success; therefore, perceived objectivity is an
essential factor in the credibility of the study for
potential investors and lending institutions. There are
five types of feasibility study—separate areas that a
feasibility study examines, described below.
1. Technical Feasibility
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This assessment focuses on the technical resources
available to the organization. It helps organizations
determine whether the technical resources meet
capacity and whether the technical team is capable of
converting the ideas into working systems. Technical
feasibility also involves the evaluation of the
hardware, software, and other technical requirements
of the proposed system. As an exaggerated example,
an organization wouldn’t want to try to put Star
Trek’s transporters in their building—currently, this
project is not technically feasible.

2. Economic Feasibility

This assessment typically involves a cost/ benefits
analysis of the project, helping organizations
determine the viability, cost, and benefits associated
with a project before financial resources are
allocated. It also serves as an independent project
assessmentand enhances project credibility—
helping decision-makers determine the positive
economic benefits to the organization that the
proposed project will provide.

3. Legal Feasibility

This assessment investigates whether any aspect of
the proposed project conflicts with legal
requirements like zoning laws, data protection acts
or social media laws. Let’s say an organization wants
to construct a new office building in a specific
location. A feasibility study might reveal the
organization’s ideal location isn’t zoned for that type
of business. That organization has just saved
considerable time and effort by learning that their

project was not feasible right from the beginning.

3-LITERATURE SURVEY
3.1 Communication security in Internet of Thing:
Preventive measure and avoid DDoS attack over
10T network:
https://dl.acm.org/doi/abs/10.5555/2872550.287255

2

111


https://www.simplilearn.com/risk-assessment-project-management-article
https://www.simplilearn.com/risk-assessment-project-management-article
https://www.simplilearn.com/understanding-data-security-rar30-article
https://dl.acm.org/doi/abs/10.5555/2872550.2872552
https://dl.acm.org/doi/abs/10.5555/2872550.2872552

The idea of Internet of Things (1oT) is implanting
networked heterogeneous detectors into our daily
life. It opens extra channels for information
submission and remote control to our physical world.
A significant feature of an 10T network is that it
collects data from network edges. Moreover, human
involvement for network and devices maintenance is
greatly reduced, which suggests an 1oT network need
to be highly self-managed and self-secured. For the
reason that the use of IoT is growing in many
important fields, the security issues of 10T need to be
properly addressed. Among all, Distributed Denial of
Service (DDoS) is one of the most notorious
attacking behaviors over network which interrupt
and block genuine user requests by flooding the host
server with huge number of requests using a group of
zombie computers via geographically distributed
internet connections. DDoS disrupts service by
creating network congestion and disabling normal
functions of network components, which is even
more disruptive for 10T. In this paper, a lightweight
defensive algorithm for DDoS attack over loT
network environment is proposed and tested against
several scenarios to dissect the interactive
communication among different types of network
nodes.

A look in the mirror: Attacks on package
managers

https://www2.cs.arizona.edu/~jhh/papers/ccs08.pdf

Package managers are a privileged, centralized
mechanism for software update and are essential to
the security of modern computers. This work studies
the security of ten popular package managers. These
package managers use different mechanisms to
provide security including signatures embedded in
the package, signatures on metadata detached from
the packages, or a signature on the root metadata (a
file that contains the secure hashes of the package

metadata). The security models used by these
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package managers are compared and contrasted. The
threat model used to evaluate security in this paper is
an attacker that controls a mirror (a copy of the main
repository’s contents for a distribution). We
demonstrate that it is trivial for an attacker to control
an official mirror for a popular distribution. An
attacker can compromise a client who either installs
software created by the attacker or installs an
outdated version of a package with a vulnerability the
attacker knows how to exploit. Furthermore, every
package manager studied can be compromised by an
attacker who controls a mirror  without
compromising a private key. In fact, 5 of the 10
package managers studied have security flaws that
allow an attacker to compromise every client that
requests a package from the mirror. We estimate that
an attacker with a mirror that costs $50 per week
could compromise between 150 and 1500 clients per
week depending on the package manager. An
existing package manager is modified to add a
layered approach to security where multiple
signatures are used. The updated package manager is
evaluated in practical use. By using a layered
approach to security, the package manager provides
a high degree of usability and is not vulnerable to the
attacks on existing package managers. The overhead
of additional security mechanisms is 2-5% in
practice and so should not be a deterrent. The
purpose of this work is to not only point out security
issues and provide solutions but also to raise an alarm
to the imminent threat of attacks on package
managers. Package managers are a weak point in the
security of modern computers. Given the simplicity
of compromising systems through package
managers, developers and distributions must act
quickly and intelligently to avert disaster.

Internet of Things: Features, challenges, and

vulnerabilities
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https://elvedit.com/journals/IJACSIT/wp-
content/uploads/2015/02/internet-of-things.pdf

The terminology Internet of Things (l1oT) refers to a
future where every day physical objects are
connected by the Internet in one form or the other,
but outside the traditional desktop realm. The
successful emergence of the loT vision, however,
will require computing to extend past traditional
scenarios involving portables and smart-phones to
the connection of everyday physical objects and the
integration of intelligence with the environment.
Subsequently, this will lead to the development of
new computing features and challenges. The main
purpose of this paper, therefore, is to investigate the
features, challenges, and weaknesses that will come
about, as the 10T becomes reality with the connection
of more and more physical objects. Specifically, the
study seeks to assess emergent challenges due to
denial of service attacks, eavesdropping, node
capture in the IoT infrastructure, and physical
security of the sensors. We conducted a literature
review about 10T, their features, challenges, and
vulnerabilities. The methodology paradigm used was
qualitative in nature with an exploratory research
design, while data was collected using the desk
research method. We found that, in the distributed
form of architecture in 10T, attackers could hijack
unsecured network devices converting them into bots
to attack third parties. Moreover, attackers could
target communication channels and extract data from
the information flow. Finally, the perceptual layer in
distributed loT architecture is also found to be
vulnerable to node capture attacks, including
physical capture, brute force attack, DDoS attacks,
and node privacy leaks.

Managing 10T devices using blockchain platform
https://ieeexplore.ieee.org/document/7890132

Since the start of Bitcoin in 2008[1], blockchain

technology emerged as the next revolutionary
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technology. Though blockchain started off as a core
technology of Bitcoin, its use cases are expanding to
many other areas including finances, Internet of
Things (10T), security and such[2]. Currently, many
private and public sectors are diving into the
technology[3]. Aside from that, as software and
hardware improve, we would see the beginning of
IoT. And those 10T devices need to communicate and
synchronize with each other. But in situations where
more than thousands or tens of thousands of loT
devices connected, we expect that using current
model of server-client may have some limitations
and issues while in synchronization. So, we propose
using blockchain to build loT system. Using
blockchain, we can control and configure loT
devices. We manage keys using RSA public key
cryptosystems where public keys are stored in
Ethereum and private keys are saved on individual
devices. Specifically, we choose Ethereum as our
blockchain platform because using its smart contract,
we can write our own Turing-complete code to run
on top of Ethereum. Thus, we can easily manage
configuration of 10T devices and build key
management system. Even though we can simply use
account as a key management system, which most of
blockchain platform supports, we decide to use
Ethereum because we can manage the system in a
more fine-grained way. For the proof of a concept,
we use a few loT devices instead of a full system of
IoT system, which consists of thousands of loT
devices. But in our later study, we would like to build
a fully scaled 10T system using blockchain.
Blockchain as a service for 1oT

https://ieeexplore.ieee.org/document/7917130

A blockchain is a distributed and decentralized
ledger that contains connected blocks of transactions.
Unlike other ledger approaches, blockchain
guarantees tamper proof storage of approved

transactions. Due to its distributed and decentralized
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organization, blockchain is beeing used within loT
e.g. to manage device configuration, store sensor
data and enable micro-payments. This paper presents
the idea of using blockchain as a service for 10T and
evaluates the performance of a cloud and edge hosted

blockchain implementation.

4.SYSTEM ANALYSIS
EXISTING SYSTEM
The project recognizes that traditional methods for
updating loT devices have several vulnerabilities and
shortcomings. These vulnerabilities include the risk
of malicious software updates, weak payment
systems, potential interruptions in the update
process, breaches of confidentiality during data
transmission, the possibility of receiving invalid
software updates, and the threat of rollback attacks.
These vulnerabilities can significantly impact the
SYSTEM DESIGN
SYSTEM ARCHITECTURE:

Run IoT
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security and reliability of 10T systems.
DISADVANTAGES OF EXISTING SYSTEM:
There have also been software repository state
attacks against package managers that provide
software libraries and components. Therefore,
ensuring the confidentiality, integrity, and
availability of the software update process is critical.
Furthermore, existing research assumes the
manufacturer is honest by default and thus does not
provide a guarantee of a valid software delivery
transaction. In other words, the payment can occur
without software delivery or vice-versa.

Last but not least, in compliance-driven industries
such as health care, government, energy, and
automotive, having proof of software update and
installation for auditors is critical to the manufacturer
keeping its business license by maintaining
compliance with regulations

Run web application
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Fig.5.1.1 System architecture

DATA FLOW DIAGRAM:

The DFD is also called as bubble chart. It is a simple
graphical formalism that can be used to represent a
system in terms of input data to the system, various
processing carried out on this data, and the output
data is generated by this system.

The data flow diagram (DFD) is one of the most

important modeling tools. It is used to model the

system components. These components are the
system process, the data used by the process, an
external entity that interacts with the system and the
information flows in the system.

DFD shows how the information moves through the
system and how it is modified by a series of

transformations. It is a graphical technique that
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depicts information flow and the transformations that
are applied as data moves from input to output.

DFD is also known as bubble chart. A DFD may be
used to represent a system at any level of abstraction.
DFD may be partitioned into levels that represent

increasing information flow and functional detail.

5. IMPLEMENTATION
MODULES:
Register: In this module, users can create an
account. They need to provide basic information like
a username and password. They can choose to
register as either 10T device manufacturers or loT
device owners.
10T Manufacturer Login: Manufacturers can log
in using their registered credentials. Once logged in,
they can access features specific to manufacturers,
such as uploading software updates.
Upload Encrypted Blocks Based Software
Updates: Within this module, manufacturers can
upload software updates. These updates are divided
into blocks, encrypted for security, and then stored.
The location of the stored updates is recorded in the
blockchain.
View Software Blocks: Here, manufacturers can
view the details of software updates, including how

they are divided into blocks and encrypted. This

ISSN 2277-2685

1IJESR/June. 2025/ VVol-15/1ssue-3s/110-121

Jajeemogala Durga et. al., / International Journal of Engineering & Science Research

provides transparency and control over the software
update process.

View Payments: This module allows manufacturers
to review payment records related to software
updates. It helps in tracking financial transactions
and ensuring that payments are accurate.

IOT Owner Login: loT device owners can log in
using their credentials. Once logged in, they can
access features designed for owners, such as
purchasing software updates.

Purchase Software Updates: In this module, loT
device owners can browse and select software
updates they want to install on their devices. They
can make payments for these updates to ensure their
devices have the latest software.

IOT Simulation: As actual loT devices are not
available, the project employs a simulation-based
10T application. The simulation involves I0T devices
connecting to the blockchain to download software
updates.

Generate 10T Network: Users can create simulated
l0T networks, specifying the number of 10T devices
and their configuration. This feature aids in testing
the system'’s functionality.

Received Software Updates: In this module, l1oT
devices receive and install the purchased software
updates. This process ensures that devices are up-to-
date with the latest software, enhancing their

functionality and security.

6-SCREENSHOTS

Output screens
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7-CONCLUSION

The project effectively mitigated vulnerabilities in
traditional 10T software updates, ensuring improved
security and reliability. This was achieved through
the use of blockchain, CPABE, and ECDSA
technologies.

Blockchain technology played a pivotal role by
providing tamper-proof data security, guaranteeing
software update integrity, and facilitating transparent
payment handling. This ensured trust and reliability

in transactions.

2023-10-26 ___Click Here

The incorporation of CPABE reduced computational
overhead in key generation, simplifying access
control. This efficiency improved overall system
performance.

Utilizing IPFS storage not only proved cost-
effective but also enhanced security by distributing
software updates into blocks at different IPFS
This
vulnerabilities associated with centralized storage.
The

enhancing the development and testing of loT

locations. innovative approach mitigated

project effectively integrated Ganache,
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software updates. It provided a user-friendly
interface for monitoring blockchain activities,
contributing to project security and reliability.

The project's scalable design, validated through
simulation, allows it to adapt to larger 10T networks
and diverse applications. It demonstrated successful
software update reception and application, affirming

its functionality and effectiveness.
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