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ABSTRACT

The critical importance of enforcing effective security measures in health systems with the increasing cloud
computing usage highlights the growing concern on protecting sensitive patient information. Complications in
existing systems involve even higher computational costs of encryption incurred due to poor authentication
mechanisms exposed to data breaches. This study aims to collect healthcare data from hospitals and patients, to
ensure its confidentiality, and store the data securely in cloud storage for efficient and protected access. The data
is collected from hospitals and patients, followed by detection of outliers for the subsequent elimination of
discrepancies. The sensitive nature of the data will be secured by applying the Triple Data Encryption Standard
(3DES) encryption, while OAuth will provide resourceful authentication. The encrypted data are stored for
scalability access in cloud storage. The results indicate that in increasing data size, the time taken for an encryption
also seems to increase from 10 seconds at 40 KB to 55 seconds at 120 KB and throughput, peaking at 0.5 req/s at
the request rate of 0.6. The study improves data security, boosts system performance, and improves scalability in
cloud-based healthcare systems, thus providing the best solution for problems that challenge the systems today.

Keywords: Cloud Storage, Data Encryption, Healthcare Data Security, OAuth Authentication, Scalable Healthcare
Systems.

1. INTRODUCTION

The aforementioned increasing complications and scaling demands in healthcare systems have, therefore,
necessitated the secure and efficient management of sensitive patient data [1]. Cloud computing is a popular
solution because of its scalability, flexibility, and cost [2]. However, there exist serious challenges to the privacy
and security of data entrusted to cloud-based healthcare systems [3]. Traditional encryption methods and
authentication algorithms rarely suffice to guarantee that no unauthorized access is allowed and that
confidentiality is granted for patient information [4]. With recent trends witnessing the healthcare domain
adopting cloud technology, the necessity arising for robust security measures has been even more pronounced
towards protection of patient privacy and upholding of regulatory compliance [5].

A number of methods are available, and most of them have been proposed to ensure security and authentication
in cloud-based healthcare systems [6]. Many of these approaches are based on traditional encryption techniques:
AES Advanced Encryption Standard, RSA Rivest-Shamir—Adleman, and Triple DES also known as 3DES, to
encrypt patient data [7]. Other authentication protocols include OAuth which have been implemented into cloud
services [8]. However, such methods and mechanisms often suffer from a high computational cost and poorly
scale with an overall vulnerability to many types of cyberattacks including brute force and man-in-the-middle
attacks [9]. Furthermore, they depend on a single-layer security mechanism that makes them vulnerable to
breaches in case of a single point of failure [10].

2. LITERATURE SURVEY

The cloud computing today is used by governments, large organizations, and institutions, not really much different
from the Jigsaw Mali. Historical portraits are the first work on this road map, proclaiming publications on Google
in 2003, succeeded by the actual commercial launching of Amazons EC2 in 2006[11]. With cloud computing,
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some industry is seeing, save dollars, and is providing revenue opportunities. Basic concepts, history, pros and
cons, value chains, and standardization developments spanning several years [12].

After all, IIoT produces a large quantity of data that will not be maintained in the inside storage buffer available
on devices with problems such as power scarcity and limited storage capacity [13]. Self-organization and short-
range 1oOT networking provide outsourcing to cloud computing data out of the bounds on the device. [14] This
study discusses obstacles associated with merging IoT with cloud computing and then deliberates on the
computing techniques, with an emphasis on Large and Complex Problems for Tools in Cloud Solutions that get
formed as a result and trends in the data storage.

The research has focused on the instances of these technologies in organizations from perspective of innovations
and other major aspects of these technologies [15]. For an inclusive approach, other topics included were
cybersecurity and intrusion detection and prevention as future research directions concerning the challenges of
cloud adoption in a business environment [16],[17].

PCT or Point Cloud Transformer proposes a promising novel framework for point cloud learning that has been
constructed from the transformer architecture, will directly deal with their irregular and unordered nature to
conquer the aforementioned limitations [18]. PCT operates in point sequences, is permutation invariant, and
captures local context by means of far-point sampling and nearest-neighbor search. A point against this
architecture is that it admittedly attains state-of-the-art results in shape classification and segmentation tasks-high
cost of resources inefficient for larger point cloud datasets [20].

Cloud computing has become a necessity for people and businesses in providing services for their consumption-
and quite beyond that. This was the fairest and most beautiful thing about it when it did provide ease of access
and lower costs for an on-demand provision [21]. Security is still in the to-be-determined category; perhaps, his
will continue to evolve as three-layer security exposures play up: Infrastructure as a Service (IaaS), Platform as a
Service (PaaS), and Software as a Service (SaaS). Here, the current review intends scanning the decade-long
scenario of the security in the clouds [22].

2.1. PROBLEM STATEMENT

Cloud-based healthcare security applications face a number of challenges such as reliance on computation-
intensive encryption technique not scaling well with huge data [23]. Singular layer security mechanisms such as
simple password authentication generally fail at more advanced types of cyberattacks [24]. In addition, the
majority of solutions fail to integrate their encryption and authentication system and suffer from ensuring data
availability and redundancy [25], which may potentially introduce vulnerabilities in cloud environments.

3. METHODOLOGY

Advanced methods for encryption, authentication, and cloud-based technologies are revolutionizing the security
and management of sensitive health data is shown in figure 1. The data is collected from multiple sources, among
them hospitals and patients, followed by detection of outliers for the subsequent elimination of discrepancies. The
sensitive nature of the data will be secured by applying the Triple DES (3DES) encryption. however, Triple DES
encryption is meant to secure the sensitive data, while OAuth will provide resourceful authentication. The
encrypted data are stored for scalability access in cloud storage.
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Figure 1: Secure Healthcare Data Management and Cloud Storage Framework
3.1. Data Collection

Data Collection refers to the collection of patient data from myriad sources such as hospitals and directly from
the patients themselves. The data may include medical history, vital signs, lab results, and any other medical
information. The collection process ensures accurate data retention, completion, and secure storage. Patient data
collection employs Electronic Health Record Systems (EHR) enabled medical devices that continuously monitor
and record patient health metrics. After collection, the data is sent through a secure system where it is processed,
including testing for outliers and encryption to guarantee the confidentiality and integrity of the data before storage
in the cloud. The data becomes the basis for deeper analyses and decision-making within the healthcare system.

3.2. Data Pre-processing

The collected patient data for further analysis and secure storage. The very first step is Outlier Detection where
any data points which significantly deviate from the norm should be identified and removed with the purpose that
only valid and reliable data be processed afterwards, which through that improves quality and accuracy in the data
by eliminating errors or anomalies that could affect results. The next step is Data Encryption using Triple DES
(3DES) to secure sensitive components of patient data. This would ensure that they remain confidential and
protected from unauthorized access. Pre-processing, thus plays a pivotal role in justifying that the integrity and
security when it comes to storing these patient data are done beforehand in the cloud for further analysis and
retrieval.

3.3. Data Encryption using Triple DES

Data encryption using Triple DES (3DES) is needed to secure sensitive patient data from unauthorized access
during storage and transmission. Triple DES is a symmetric key encryption algorithm whereby the standard DES
algorithm is applied three times for every data block, thus enhancing security compared to ordinary DES. After
pre-processing of the patient data, 3DES would be used to encrypt them in such a way as to maintain data
confidentiality and discourage data breach. It encrypts the data using a long key through multiple paths, which
enhance security and render it tough for the adversary to decrypt the data blocks without the key. After encryption,
they are stored in the cloud so that they can remain protected, being accessed only by authorized users. The
equation (1) for Triple DES encryption is given below.

C = Ex3(Dx2(Ex1(P))) (D

Were, P is the plaintext data, C is the ciphertext, Ex1 and Ex3 represent encryption with key K1 and K3, D2
represents decryption with key K2, K1, K2, and K3 are the three secret keys used.

3.4. Authentication using OAuth

OAuth-based authentication allows a secure and efficient means of verifying the identity of medical practitioners
or users who are accessing sensitive health data. OAuth is a token-based authorization framework that allows
users to give third-party services access to their resources without sharing their credentials. In this application
scenario, the user logs in through the OAuth provider, which returns an access token used for the purpose of



ISSN 2277-2685
IJESR/Oct-Dec. 2018/ Vol-8/Issue-4/1-8

Bhavya Kadiyala et. al, /International Journal of Engineering & Science Research

authentication.
The OAuth flow can be described by the following steps:

e  Authorization Request: The user is redirected to the authorization server to grant permission.

e  Authorization Grant: Upon successful login, the user grants authorization, and an authorization code is
sent.

e Access Token Request: The authorization code is sent to the OAuth server to request an access token.

e Access Token Response: The server responds with an access token that is used to access protected
resources.

The general OAuth equation can be summarized as:
Access Token = f( Authorization Grant, Client Credentials) 2)

Were, Authorization Grant is a temporary credential provided by the user, Client Credentials are the client ID and
secret used by the application, The Access Token is then used to authenticate and authorize the user to access
protected healthcare data.

3.5. Cloud Storage

e  With cloud storage, patient data is encrypted and stored largely in a secure, scalable, and centralized
place. The great accessibility of data also makes it easy to manage data across all healthcare systems.

e  Cloud storage can be integrated with OAuth-based authentication to impose strict access to stored patient
data. Proper authenticated users would thus be able to access or modify the stored patient data, ensuring
that patient-level security and privacy are upheld.

e Patients' data is replicated over multiple sites, which is a characteristic of cloud storage. In this way, data
may be consistently recovered even in cases of hardware failure or system downtime.

e The cloud storage system is well capable of scaling dynamically to hold the patient data that continue
growing constantly. It really means that the healthcare system can grow without involving in extensive
infrastructure upgrading.

e  Cloud storage ensures a secure method of retrieving data via encrypted communication channels whereby
patient data is protected both at the time of storage and when accessing only authorized personnel when
needed can bring forth the information.

4. RESULT

Increased security and efficiency in cloud healthcare systems are demonstrated in the results of the proposed
framework. Integration of Triple DES encryption and use of OAuth authentication assures secure access control
and strong data protection. It also provides scalability, offering cloud storage that is transforming hematology in
terms of cloud storage and patients' private data, while scalability, reliability, and non-stop management are also
some of the ways in which this approach offers a solution concerning the existing performance and security
challenges.
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Figure 2: Triple DES Encryption Time

Figure 2 shows elapsed time on encrypting the Triple Data Encryption Standard as the data size increases about
20-30 seconds for every 500 kb to 4gb raise in size. At approximately 40 kb, it takes 10 seconds to encrypt, while
it goes higher to about 55 seconds on 120 kb. Such behaviour clearly shows the computational cost of Triple Data
Encryption Standard, as higher data size requires greater processing time, considering it is meant for large data
systems that require that processing. The graph shows scalability and probably some performance limitations on
the application of Triple Data Encryption Standard in practice.
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Figure 3: Throughput vs. Request Rate in Cloud-based Healthcare Systems

Figure 3 represents the relationship between throughput and request rate with interconnecting the data points.
With an increase in the request rate, the throughput is maximum at around a request rate of 0.6 requests per second,
where throughput is approximately 0.5 requests per second. Beyond this point, for request rates above 0.6, the
throughput levelled off, implying no significant increase in throughput with an increased request rate. For instance,
at a lower request rate of 0.1, throughput is approximately 0.1 requests per second, showing an increase as the
request rate increases until reaching saturation at higher request rates. This behaviour, therefore, indicates the
optimal request rate for maximum throughput just before pushing the system's limits.

5. CONCLUSION
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The proposed framework features the enhanced security and management of sensitive healthcare data in cloud-
based systems with Triple DES encryption and OAuth authentication. The use of Triple DES means more time is
required for encryption with more data, as shown in Figure 2, while encryption time goes from about 10 seconds
at 40 KB to 55 seconds at 120 KB, which is its cost of computation. On the other hand, according to Figure 3,
throughput peaks at an even 0.5 req/s at a request rate of 0.6, which is then maintained, showing the performance
limits of the system. The presented methodology thus guarantees strong data protection and access control, and
the cloud storage availability for scalable and reliable data management. In the future, supporting blockchain
integration for immutable storage of data and enabling real-time access could enforce further security and
performance of the framework in large-scale healthcare systems.
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